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Electronic protected health information
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General Data Protection Regulation
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Heath Information Technology for Economic and Clinical Health
Internet of Things
International Patient Summary
International Organization for Standardization
Joint Initiative Council
Medical Devices Regulation
Guidance documents on the EU Directives on medical devices
mobile health application
Models of Child Health Appraisal
Memorandum of Understanding
National Institute for Health and Care Excellence
Protected health information
Patient Summary
Research and Innovation Action
Security information and event management
Staff Working Document
United States Department of Health and Human Services
World Health Organisation/Pan-American Health Organisation
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1 Executive Summary
This report provides an overview on possible business models for Patient Summary (PS) standards adoption
in mHealth apps, analysing the different existing models both in Europe and worldwide and will provide
recommendations on those that are considered to be the most effective in encouraging deployment.
The deliverable’s authors also carried out a thorough analysis on three possible use cases and propose a
canvas for the business model general approach and a specific one for child care (Mocha/vaccination). A
significant link with other regulation and standard initiatives such as the ‘EC mHealth Privacy Code of Conduct
on Apps’ is detailed.
A desk search on the market trends and also on the existing standards in Europe that may be relevant to the
use of the Patient Summary has been performed, as for instance the Privacy Code of Conduct on mHealth
apps and the Green Paper on mHealth assessment and analysing the existing examples and its use and
enforcement in solutions that are already on the market. Similarly, the framework and results on the open
consultation about the Roadmap for Electronic Health record (EHR) standard exchange format and some
valuable initiatives brought by the Argonaut project are displayed and briefly analysed.
A deep review, both in Europe and of worldwide examples of business models that may be relevant for
leveraging PS standards in mHealth apps is performed, departing from four examples of business cases that
imply different strategies on adoption models that may be of use to the specific subject in study in this
deliverable. A special analysis was developed on the exploitation example of Apple concerning the PS
interface that was taken into account to design the business canvas proposed as an outcome of this study.
Following the stakeholder analysis and the adoption models and enablers presented, it is then proposed a
business canvas for mHealth applications, that aggregates basic information on a common framework for the
adoption of IPS standards. To better understand this more general framework, three illustrative use cases
(Disaster management, Survivorship passport and Mocha/Vaccination) are then presented and the benefits
of IPS standard adoption in these three situations will be specifically highlighted as they may translate better
quality care and well-being and, at the same time, represent reduction of costs on Health-related
expenditure.
A tailored canvas is developed and presented for use case 3 – MOCHA and child vaccination - as it is a very
specific situation and this model may enhance its sort-term adoption and advance on the collection of its
benefits.
Ethical considerations were profoundly analysed as the current subject raises many relevant concerns on the
commercial exploitation that may be done regarding the use of the patient data in cross-border scenarios.
Also, some recommendations are issued for relevant standards on mHealth apps that may help prevent or
mitigate any ethical risks or concerns.
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2 Introduction
The present deliverable is the key outcome of Task 7.4 “Explore business models for patient summary
standards adoption in mHealth apps”.
This task is intended to analyse different business models for deploying patient summary standards in
mobile health (mHealth) and promote those that are considered to be most effective in encouraging
deployment.
To this aim, some basic concepts and standards will be briefly outlined.
The ”Patient Summary” is a concise document that can inform clinicians at the point of care. It is applicable
to planned care but is particularly important in cases when an unscheduled or unplanned health event occurs
and the patient’s clinical history is unknown to the attending clinician(s). In such cases it may be the only
source of information available to support the clinical process and decision making, and its absence can
create safety issues, with possible life changing or life threatening consequences for the patient. A Patient
Summary provides information needed for healthcare coordination and for the continuity of care.
There are considerable benefits to the patient if an accurate and up to date Patient Summary (PS) is available
at the point of care and conversely there are the associated high risks and costs for that person if it is
unavailable. In addition to the patient safety aspects, for an organization the absence of this document can
be costly and wasteful of both clinical and administrative resources. The Patient Summary is not the same as
a patient’s full electronic health record; it is often an extract or precis of the full record, so it does not include
the detailed previous history, extensive historic detail about medication or comprehensive detail on each
health condition that a person may have had. The objective of the Summary is to provide sufficient, relevant
and usable information, fit for purpose at the point of care1.
The ”International Patient Summary” (IPS) is a minimal and non-exhaustive Patient Summary, specialtyagnostic, condition-independent, but readily usable by all clinicians for the unscheduled (cross-border) care
of a patient2.
One other relevant concept is “mHealth” or “mobile healthcare”. It refers to the use of apps to allow users
to monitor, evaluate and improve their health using data recorded by their smartphones and other mobile
devices. While apps of this type clearly provide a vastly useful service to their users, the data that the apps
record – e.g. heart rate, blood-sugar levels, general fitness, behavioural data etc. – is highly sensitive.
Mobile health applications have a clear potential to bring significant benefits to individual citizens and to
society as a whole. Citizens can benefit from continuous and readily accessible support in monitoring,
evaluating and improving their health. Society as a whole not only benefits from having a healthier population
but can also gain new knowledge and develop new services and applications on the basis of the data
processed via these apps. However, data concerning health is highly privacy sensitive. Therefore, mobile
health apps must be designed in such a way that the privacy of the end users is optimally protected. Similarly,
these apps have the potential to empower users, provided that the users receive sufficient insight into the
functioning of the app and are able to assess more easily which of the many apps on the market meet their

1
2

http://www.jointinitiativecouncil.org/registry/Patient_Summary_Standards_JIC_Jan_2018.pdf
http://international-patient-summary.net/mediawiki/index.php?title=Main_Page
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privacy and safety concerns. In addition, these apps can increase patient satisfaction and understanding,
while empowering them to take charge of their own health.
Also, mHealth apps have the potential to make healthcare professionals’ work more efficient and reduce the
cost of healthcare. No wonder there are more than 325,000 mHealth apps currently available, with new,
exciting products and services being launched every day. When creating an app for the mHealth space, there
are a plethora of rules and regulations that determine how they should handle data privacy and security, as
well as efficacy and safety. All these rules and regulations can have a chilling effect on innovation in the
mHealth space.
Certifications may be the future of mHealth apps, but this is still a very new space that may be explored also
as an opportunity for new business models.
Lastly, and most importantly to Trillium II’s purposes, compliance with relevant standards may be a
differentiating factor for apps to sell their potential to the consumer and build their trust. Therefore,
analysing how standardization is enforced is a cornerstone to evaluate future business models for IPS
standards in this sector.
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3 Methodology
The construction of all the materials and data presented in this document was essentialy based on extensive
inspection of available documentation derived from different European and worldwide projects and
initiatives, as well as from collection of up-to-date examples of business exploitation of the IPS in different
contexts serving as use cases for IPS adoption in real world practices.
All the data collected was then analysed and discussed between the different consortium partners, namely
ECHAlliance, HL7, Gnomon and ADI.
The business canvas model presented in section 6 was based on an already published version developed by
Alexander Berler (Gnomon) and Catherine Chronaki (HL7) and that was further elaborated and revised by the
writers and editors of the present deliverable. Moreover, a new business model canvas specifically tailored
to collect the relevant information related to one of the use cases (child vaccination) is proposed in section
6.4.3.
The methodology of work carried out by the authors mainly followed this workflow whereas the outcomes
of each phase of the study have been translated and organized in a section of the present report:
1. mHealth market analysis: key trends and prospected developments of this lively market are shortly
presented with specific emphasis on what are the most demanded services and features that clients
seek into a mHealth app, the key providers and predominant trends in the evolution of the market.
2. Review of the existing policies and regulations for mHealth in Europe.
3. Review and categorisation of possible adoption models: the different ways adoption of IPS standards
may be prompted and fostered are analysed and categorised. We distinguish the main types of
adoption models depending on whether they leverage on the influence that such standards might
exert on either the demand (government driven models where the adoption is enforced by law,
regulation or certification) or the offer of mHealth apps (market driven models, where the adoption
is voluntarily decided by the developers to exploit the competitive advantages and business
opportunities it conveys).
4. Review of existing certification and accreditation schemes (with a specific focus on significant
examples in UK and in Spain, Andalusia and Catalonia).
5. Analysis of existing projects and initiatives to enforce interoperability standards in mHealth
6. The business model proposition (canvas): a business model canvas is designed to illustrate the
business case around the IPS standards adoption by mHealth app developers. Key partners and
resources, value propositions to the customers, prospected revenue and cost structure are
identified.
7. The use cases: the authors, together with the contributing partners, have identified and selected
three illustrative use cases where IPS standards adoption is demonstrated in real life implementation
in different scenarios. The three use cases also tackle different needs and challenges the IPS is
intended to provide an answer to: the disaster management exercise, the child vaccination use case
and the survivorship passport initiative.
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8. Ethical considerations: an in depth analysis of the ethics implications is carried out and its results are
presented in section 7. Also, the present deliverable has undergone the revision of an ethics reviewer
as established in the DoA.
9. Recommendations: finally, the authors have summarized the main conclusions and key
recommendations to be transferred to the whole mHealth stakeholder community in section 8.
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4 Market analysis
4.1.1 Context and definitions
mHealth is a component of eHealth which broadly encompasses the use of mobile telecommunication and
multimedia technologies in health care delivery.
The term mHealth was coined by Robert Istepanian as use of "emerging mobile communications and network
technologies for healthcare"3. A definition used at the 2010 mHealth Summit of the Foundation for the
National Institutes of Health (FNIH) was "the delivery of healthcare services via mobile communication
devices"4. One year after, the Global Observatory for eHealth of the World Health Organization defined
mHealth as “medical and public health practice supported by mobile devices, such as mobile phones, patient
monitoring devices, personal digital assistants, and other wireless devices”5. However, these definitions of
mHealth are not universally accepted as of yet.
When it comes to label a mobile app as (m)Health app or medical app clarity in definitions is specifically
important since depending on the category a certain app belongs to different rules and regulations will apply.
Analysts segment the apps available in the digital health market in slightly different ways, however we can
summarize by stating that the majority of available apps fall into the following general typologies:
•
•
•

•
•
•

Overall/generic health apps, designed to track and promote nutrition, fitness, and weight control.
Women’s health apps, which focus on issues such as fertility, pregnancy, childbirth, and
breastfeeding.
Diagnostic apps, designed to generate awareness of and increase knowledge about various medical
conditions for the general population; these apps can also act as a reference for health care
professionals.
Apps to help manage chronic conditions, such as asthma, high blood pressure, diabetes, cancer, and
mental health diagnoses.
Medication management apps, designed to improve adherence by creating schedules and alerts for
the taking of prescription medicine.
Health record apps, which allow people to store their personal health information (e.g. conditions,
medications, allergies, test results); some allow sharing of this information with the person’s health
care team.

Most importantly, there is a distinct difference between mHealth apps and mobile medical apps, the latter
being a subset of the former. While both categories refer to apps that run on smartphones and other mobile
communication devices, mobile medical apps (as indicated on the Food and Drugs Administration (FDA)’s
website6) “meet the definition of a medical device and are an accessory to a regulated medical device or
transform a mobile platform into a regulated medical device”. However, the type of regulation the

3

Istepanian R, Laxminarayan S, Pattichis C, eds. (2006), M-Health: Emerging Mobile Health Systems. Topics in
Biomedical Engineering. Boston, MA: Springer. doi:10.1007/b137697.
4
Torgan C (2009), "The mHealth Summit: Local & Global Converge", http://caroltorgan.com/mhealth-summit/.
5
World Health Organization (2011), mHealth: new horizons for health through mobile technologies. Geneva,
Switzerland.
6
https://www.fda.gov/medicaldevices/digitalhealth/mobilemedicalapplications/default.htm.
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developers of a mobile medical app must comply with varies according to the level of risk that the usage of
such app poses to the public.
Similarly, in the EU, digital health technologies such as medical apps or wearable sensors can fall within the
scope of the medical devices directives. These directives provide the basic definition of a medical device and
lay down the technical and procedural obligations that must be followed by the manufacturer of a medical
device prior to affixing a CE mark to the product. The EU definition of a medical device is quite similar to that
in the U.S.: a dedicated analysis of both regulatory approaches is provided in section 7 when discussing the
ethical considerations and rules mHealth developers must take into account.
Regarding the potential contexts for use and opportunities offered by mHealth solutions there exists a wide
range of possibilities from chronic care management to complex population health analysis (see Figure 1).
After providing a high-level market analysis in the following sections we will dive deeper in the study of the
commercial advantages, supporting business propositions, drivers, conditioning factors and barriers which
influence the adoption of IPS standards by mHealth app developers with the final goal to demonstrate that
such adoption would further enhance and enrich the range of opportunities offered by these promising
technologies.

Figure 1. mHealth range of opportunities and uses7

4.1.2 Digital health in mobile apps
The impact of digital health on patient care is accelerating with the increasing adoption of mobileapps and
wearable sensors. Health-related mobile applications (mHealth apps, hereafter) available to consumers
surpass 325,000 in 20188 — nearly double the number available just two years ago. This rapid app expansion,
coupled with various consumer wearable devices on the market worldwide, provide evidence of digital
7

Deloitte US (2014), The Four Dimensions of Effective mHealth: People, Places, Payment and Purpose, Deloitte Centre for Health
Solutions, retrieved from https://www2.deloitte.com/us/en/pages/life-sciences-and-health-care/articles/center-for-healthsolutions-four-dimensions-effective-mhealth.html.
8 Research2Guidance (2017), mHealth App Economics 2017/2018. Current Status and Future Trends in Mobile Health, retrieved
from https://research2guidance.com/product/mhealth-economics-2017-current-status-and-future-trends-in-mobile-health/.
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health’s accelerating innovation and increasing demand. While the majority of mHealth apps available are
general wellness apps, the number of health condition management apps—those often associated with
patient care — are increasing at a faster rate, and now represent 40 percent of all health related apps.

Figure 2. Increase of mHealth apps in the market (source: IQVIA 2018)9

Consumers are increasingly using self-service digital health tools that go beyond websites. A study delivered
by Accenture10 has analyzed the
findings of the consumer survey on
digital health carried out by the
consulting firm in 2018 in seven
countries to assess consumers’
attitudes
toward
healthcare
technology, modernization and service
innovation. The online survey included
consumers across Australia (1,031),
England (1,043), Finland (848), Norway
(768), Singapore (957), Spain (957), and
Figure 3. Significant increase in use of health apps and wearable devices the United States (2,301). It shows
(source: Accenture 2018)
increases across the board in the use of
mobile, electronic health records (EHRs), social media, wearables, smart scales and online communities.
Healthcare consumers are showing that they are willing to wear technology to track their fitness, lifestyle
and vital signs. Websites continue to be the most commonly used technology, but usage has remained stable
since 2016. Meanwhile, use of Internet of Health Things solutions like smart scales and wearables and social
platforms such as online communities has nearly doubled in two years. In this regard, a Deloitte study of
4,530 healthcare consumers and 624 physicians in the United States found that half of all respondents used
wearables and other technologies to track their health information11.
9Figures

include digital health apps publically available to consumers via the Apple Store and Google Play.
https://www.accenture.com/t20180326T034812Z__w__/us-en/_acnmedia/PDF-71/Accenture-Health-Meet-Todays-HealthcareTeam-Patients-Doctors-Machines.pdf#zoom=50
11 Betts D, Korenda L (2018), “Findings from the Deloitte 2018 Health Care Consumer Survey. Inside the Patient Journey: Three key
touch points for consumer engagement strategies”. Deloitte Center for Health Solutions,
https://www2.deloitte.com/content/dam/insights/us/articles/4632_CHS-Consumer-survey/DI_CHS-consumer-survey.pdf.
10
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In particular, the use of mHealth apps by clinicians, patients, and others has grown dramatically since the
introduction of mobile phones and tablet computers.

Figure 4. Disease-Specific Apps by Therapy Area (source: IQVIA 2018)

According to a recent IQVIA Institute report12, mHealth apps can be divided into two main categories: those
focused on “wellness management,” which facilitate tracking and modification of fitness behaviors, lifestyle
and stress and diet, and those which specifically focus on “health condition management” which supply
information on diseases and conditions, enable access to care and enable treatment protocols such as
medication reminders. For apps that provide disease-specific support and management, the top five therapy
areas they focus on are all chronic conditions: mental health conditions, diabetes, heart and circulatory
conditions, nervous system disorders and musculoskeletal conditions (see Figure 4).
Recent studies show that mobile devices and apps can support a variety of routine medical tasks including
clinical reference, drug dose calculation, patient education, accessing medical records, and clinical decision
support. Mobile apps have also been shown to benefit patients in a range of interventions across numerous
medical specialties and treatment (online or blended) modalities. Medical apps offer clinicians the ability to
access medical knowledge and patient data at the point of care with unprecedented ease. However, the
intersection of mobile technology, apps, and health care is currently in its most dynamic phase, meaning that
there is a need to ensure that patient safety is not compromised before this field matures13.

12

Aitken M, Clancy B, Nass D (2017), “The Growing Value of Digital Health: Evidence and Impact on Human Health and The
Healthcare System”. Retrieved from IQVIA Institute for Human Data Science: https://www.iqvia.com/institute/reports/thegrowing-value-of-digital-health.
13 Lewis TL, Wyatt JC. mHealth and mobile medical Apps: a framework to assess risk and promote safer use. J Med Internet Res.
2014;16(9):e210. Published 2014 Sep 15. doi:10.2196/jmir.3133.
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Despite progress to date, a number of barriers still exist to widespread adoption by patient care institutions,
and only an intermediate level of adoption has yet occurred. A variety of industry and policy initiatives have
now emerged to address these barriers and accelerate the ongoing adoption of digital health tools by care
provider organizations.

Figure 5. Gap in adoption between provider requirements and real performance (source: IQVIA 2018)

Within the next ten years, the use of digital health is likely to be mainstream for most organizations delivering
human health.

Figure 6 - Clinical uses of mHealth apps along the maturity spectrum (source: IQVIA 2018)

According to the same IQVIA’s publication, the overall body of clinical evidence on app efficacy has grown
substantially and now includes 571 published studies, enabling the identification of a list of top apps with
increasingly robust clinical evidence. The use of such Digital Health apps in just five patient populations
where they have proven reductions in acute care utilization (diabetes prevention, diabetes, asthma, cardiac
rehabilitation and pulmonary rehabilitation) could save the U.S. healthcare system an estimated $7 billion
per year. This represents about 1.4% of total costs in these patient populations. If this level of savings could
be extrapolated across total national health expenditure, annual cost savings of $46 billion could be achieved.
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4.1.3 The market shift towards open APIs
Healthcare app interoperability is not a new challenge for healthcare organizations. Over the past several
years organizations have had trouble connecting their health IT tools to their EHRs. The increased use of
application programming interfaces (APIs) is key.
Large provider organizations can be tasked with integrating hundreds of healthcare applications, which can
take months. For example, an organization may purchase a tool for monitoring diabetes. To integrate that
monitoring tool, a new project for the IT department would need to take place so the app will connect with
the EHR and any other tools it will need to share data with.
Finding an API that works with existing applications and can connect new applications without the IT
department needing to dedicate as many resources to it can help organizations have an easier time
integrating their applications.
For this reason, leaders of most internet-based businesses have realized the critical importance of using open
application programming interfaces (APIs) to expand the reach of their organizations. If the health care
industry followed suit, the impact on the quality and cost of care, the patient’s experience, and innovation
could be enormous14.
APIs are programming routines or protocols that allow software applications to share data and ultimately,
this type of innovation serves the end customer — creating better functionality and experience for the user.
The impact of open, standardized APIs in health care would be even more significant. In a health care market
where APIs are commonplace, patients could have easy, efficient access to their own data, which would help
them understand their own health and make more informed choices. Providers would be empowered by
innovative user interfaces and analytics platforms that could support their clinical decision making.
Researchers could have easier access to detailed clinical and claims data to create hypotheses and identify
trends — and create a better experience for individuals donating their data for science. Finally, the availability
of data would lead to the development of an entirely new group of health care innovators: developers who
do not have particular expertise in health care but, when given secure access to clinical data from the
industry, could create tools of significant value. Together, these benefits could allow the health care system
to tap the true potential of its massive data resources.
Efforts to “liberate” health care data for third-party applications have progressed slowly, because the sector
lacks the maturity that other industries have that enables them to have agreed robust APIs and app developer
programs. This creates major challenges with respect to care quality, safety, and cost. For example, consider
the case in which a stroke patient is prescribed a clot-busting medication in the ER, but the record of her
dosage does not follow her seamlessly to other units within the same hospital. Even worse, the full record of
her ER stay may not follow her back to her primary care provider. Similarly, the parents of a child with
diabetes may not be able to get access to their child’s records, impairing their ability to monitor their child’s
condition effectively.

14

Huckman R, Uppaluru M (2015), "The Untapped Potential of Health Care APIs". Harvard Business Review (website) (December
23, 2015) (As part of Leading Change in Health Care, a collaboration of the editors of Harvard Business Review and NEJM Group),
https://hbr.org/2015/12/the-untapped-potential-of-health-care-apis.

17

Deliverable 7.4: Business models for Patient Summary standards in mHealth apps

For patients and their caregivers, the benefits of interoperability and easier access to data via APIs are
obvious. Today, patients often have to deal with a different patient portal for each provider they visit. Open
APIs will make it easier for both vendors and start-ups to create web and mobile applications that retrieve
patients’ clinical data from various EHR portals and aggregate the information in a single location.
For providers, who often report difficulty with using EHR technology, APIs represent an opportunity for
internal innovation. Open APIs can allow provider systems to build their own custom user interfaces in-house
or shop around for a better solution than the interface that comes standard with their EHR system. EHRs
could eventually become a platform on top of which other companies could build more tailored applications
and improve usability for clinicians.
For researchers, a less-obvious benefit of open APIs in health care is the potential created for a wide range
of individuals or organizations to engage in “citizen science” by performing analysis of trends in utilization,
cost, or outcomes using a large population of aggregate, anonymized medical records.
Given their significant potential to improve value in health care, the immediate question is how to accelerate
progress toward broader use of open APIs within the industry:
1. Financial incentives for providers need to encourage the data exchange necessary to deliver better
outcomes. The health care industry is in the midst of a massive shift away from fee-for-service models
to value-based care that ties reimbursement to better outcomes, lower costs, and higher patient
satisfaction. When providers face an incentive to exchange data to support better outcomes, the
business case for implementing open APIs becomes much clearer.
2. The concerns of both patients and providers around privacy and security must be addressed. There
are legitimate security issues that arise with exchanging data. While the health care industry and
health data is certainly subject to unique security and privacy considerations, providers can benefit
from leveraging these standards and safeguards to support patient access, while preserving privacy,
security, and patient preferences.
3. Vendors should implement open standardized APIs with transparent terms of use, policies, and
developer fees. Today, integration with EHR vendors’ varied and proprietary APIs can be costly and
resource intensive. No standard has yet been adopted across the market, although promising work
is being conducted by Project Argonaut to support emerging standards for health care APIs. Further,
there is little transparency into the anticipated costs and policies associated with each unique API. In
this environment, small start-ups don’t know what to expect and can be priced out or limited in their
partnering options with different EHR vendors.
4. Cultural and workflow issues within health systems must be addressed. Modern technology and
analytics have the potential to add value to the decision-making process for providers and patients;
in other industries we’ve found that making systems interoperable improves both the user
experience and retention of customers.
To truly build a health care system that can evolve at the rapid pace of technology and science, these
challenges must be tackled. While projects like Argonaut have yet to be fully realized, the potential for APIs
in health data integration for secure and efficient access is promising. Open APIs provide massive potential
for increased patient empowerment and shared decision making between providers and patients that may
transform the delivery of health care.
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5 The European regulations and relevant policies for mHealth apps
As the European Commission is recognizing both the potential of as well as the issues arising from the growth
of mHealth, several mHealth-specific policy initiatives have been launched.
The eHealth Network is a voluntary network of national authorities responsible for eHealth that was set up
as a result of the EU’s Cross-border Healthcare Directive15. It draws up guidelines in the area of eHealth and
aims to enhance interoperability between electronic health systems and continuity of care, and to ensure
access to safe and quality healthcare. It has set up a subgroup on mHealth to “collect experiences on
approaches in dealing with mobile health apps, to identify common challenges and recommend
possibilities for future collaboration among Member States”.
According to the report published by this mHealth sub-group in November 201616, “most countries do not
have mHealth specific legislation implemented. Some countries consider that the wider legislation
framework applies to mHealth, for example the general rules regarding health, product liability and data
protection in Denmark; consumer protection, safety and liability in Germany; and legal obligations linked to
the health data hosting in France.
Countries/regions that do have legislative and governance framework covering mHealth are UK, Catalonia
and Finland. UK has set up an Information Governance toolkit, a code of practice for application developers.
Catalonia also has an accreditation application model in place, and similarly, Finland has set certification
criteria for mHealth applications.
When it comes to market surveillance initiatives the situation is similar - most countries have not set up such
mechanisms. Generally, conducting surveillance would be the task of authorities working with medical
devices, but adding extra tasks to them must be carefully planned. There are some existing activities in
France, UK and Catalonia. The French Data Protection Authority is collaborating with the National Agency for
Medicines and Health Products to conduct market surveillance for mHealth and Internet of Things (IoT). UK
runs a register for applications, with crowd-sourcing assessment and validation. Catalonia’s accreditation
model also includes functional and medical validations.
The subgroup suggested future collaboration between Member States promoting quality and supporting the
use of mHealth in the health service provision. Since systems for certification and endorsement of health
apps are in place or under preparation in several countries, the subgroup agreed that collaboration in this
area is necessary to address market fragmentation. Although creating a harmonized certification system
would be difficult, a mutual recognition could be envisaged in the future.
The EU guidelines for assessing validity and reliability of mHealth apps, that were then expected to be
finalized by the beginning of 2017, were considered to be a good base for future actions in this area. In the
future, collaboration could also be considered for addressing the global market, for example under the EUUS Roadmap activities.

15

EU Directive 2011/24/EU on the application of patients' rights in cross-border healthcare, https://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:EN:PDF.
16
eHealth Network, mHealth sub-group Report on national mHealth strategies Presented to the 10th eHealth
Network meeting on 21 November 2016 Version 25/10/2016,
https://ec.europa.eu/health/sites/health/files/ehealth/docs/ev_20161121_co22_en.pdf.
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Use of patient generated data in healthcare and linking data to the electronic health records is another topic
of interest for exchanging information and experiences. Best practices and approaches to facilitate the
interoperability of the mobile devices and mobile health apps should be further considered as well.
The activities and outcomes of some of the European initiatives on these areas are presented in the following
pages.

5.1 The Green Paper on mHealth
The objective of the Green Paper17 announced in the eHealth Action Plan 2012-2020 was to launch a broad
stakeholder consultation on existing barriers and issues related to mHealth deployment and help identify the
right way forward to unlock mHealth potential.
The Green Paper considered the potential of mHealth and its technological aspects and presented the issues
where stakeholder input is sought. It also analysed mHealth potential to maintain and improve patients'
health and well-being and encourage their empowerment.
The consultation, open between 10 April and 3 July 2014, gathered inputs from interested stakeholders on
barriers and issues related to the use of mHealth18.
Together with the Green Paper, the Commission also published a Staff Working Document19 on the existing
EU legal framework applicable to lifestyle and wellbeing apps, providing legal guidance on EU legislation in
the field to app developers, medical device manufacturers, digital distribution platforms, etc.

5.2 The EC mHealth Privacy Code of Conduct on Apps
The European Commission's 2014 mHealth Green Paper consultation revealed that people often do not trust
mHealth apps because of privacy concerns. Respondents considered that having users' consent as well as
strong privacy and security tools in place is a crucial issue for mobile health apps20.
The European Commission encouraged setting up a code of conduct on mobile health apps, covering privacy
principles, to increase trust. The Code would provide practical guidance for app developers on data
protection principles while developing mHealth apps. App developers respecting the rules of this code will
be able to sign it and their apps will be included in a publicly available register. The Code is a voluntary
framework for app developers and is therefore not binding.

5.2.1 Structure of the code of conduct
The Code of Conduct21 is divided into several sections, which are:
1. About the Code
2. Practical Guidelines for app developers

17

European Commission, Green Paper on mHealth, COM(2014) 219 final, https://ec.europa.eu/digital-singlemarket/en/news/green-paper-mobile-health-mhealth.
18 https://ec.europa.eu/digital-single-market/en/news/mhealth-europe-preparing-ground-consultation-results-published-today.
19 European Commission, Staff Working Document on the existing EU legal framework applicable to lifestyle and wellbeing apps.
Accompanying the document GREEN PAPER on mobile Health ("mHealth"), SWD(2014) 135 final, https://ec.europa.eu/digitalsingle-market/en/news/commission-staff-working-document-existing-eu-legal-framework-applicable-lifestyle-and.
20 https://ec.europa.eu/digital-single-market/en/privacy-code-conduct-mobile-health-apps
21 http://ec.europa.eu/newsroom/dae/document.cfm?action=display&doc_id=16125
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3. Annex I – Privacy Impact Assessment
4. Annex II – Information notices
The first section introduces the topic and explains the purpose and scope of the Code of Conduct. It targets
mobile apps which process data concerning health, the definition of which is further explained in the text.
This section also addresses the governance of the code and explains the organisational framework to support
it, which includes a mechanism to enforce the Code and monitor its compliance as well as provides a model
for its sustainability.

5.2.2 Main provisions for app developers
The Code has been drafted with the vision to be easily understandable, also for SMEs and individual
developers who may not have access to legal expertise. It is expected to raise awareness of the data
protection rules in relation to mHealth apps, facilitate and increase compliance at the EU level for app
developers.
The most relevant elements of this section are the following:
•

User's consent.

•

Purpose limitation and data minimisation.

•

Privacy by design and by default.

•

Data subjects’ rights and information requirements

•

Data retention.

•

Security measures

•

Advertising in mHealth apps

•

Use of personal data for secondary purposes.

•

Disclosing data to third parties for processing operations

•

Data transfers

•

Personal data breach

•

Data gathered from children

5.2.3 Background and current status
Work on the Code of Conduct started in April of 2015, when a drafting team of industry members was set up
with the objective of developing the text of the code. This drafting team (consisting of the App Association
(ACT), App developers Alliance, Apple, COCIR, DigitalEurope, DHACA, ECHAlliance, EFPIA, Google, Intel,
Microsoft, Qualcomm and Samsung) worked through regular conference calls and face-to-face meetings.
The European Commission launched a call for interest to find an editor for the code. Since August 2015, this
editor has been supporting the drafting, acting as a rapporteur of the drafting team, and solving difficult
issues that caused lack of consensus. Early drafts of the code were presented at different stakeholder events
giving interested parties the possibility to make comments.
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The Code has been drafted with the vision to ensure it to be easily understandable, also for SMEs and
individual developers who may not have access to legal expertise. The possibility of drawing up codes of
conduct is foreseen in Article 27 of the Data Protection Directive. This possibility continues to exist under the
General Data Protection Regulation (GDPR) (in Article 40) where codes of conduct have an even more
important role.
The Article 29 Working Party has the possibility to approve codes of conduct submitted to them which gives
them more legitimacy. This task will be taken over by the European Data Protection Board, set up under the
GDPR. Codes approved by the European Data Protection Board can furthermore be granted general validity
in the European Union by an implementing act.
The European Commission submitted the draft of the Code to the Article 29 Working Party (“WP29”, an
independent advisory body comprised of representatives of EU data protection authorities, which has since
been replaced by the European Data Protection Board) for its approval in June 2016 and WP29 provided its
recommendations in April 2017.
WP29 determined that the provisions in the Code did not bring sufficient added value to the Directive and/or
national law and that the Code did not elaborate sufficiently on the relationship between EU legislation and
implementing national legislation in individual EU Member States.
Moreover, according to WP29, the Code did not take into consideration other legislation that could have a
major impact on apps (legislation around cookies, for instance). WP29 also considered that the Code should
clarify the roles of the parties involved in the processing of personal data (making a reference to the notions
of data controller and data processor) and that, as per the notions of health data and lifestyle data of the
Code, these should be aligned with the definitions given in the GDPR and the Directive.
It is clear that compliance with a voluntary code designed to protect users’ data could give mHealth app
developers an advantage in the highly competitive world of mHealth apps, particularly with the current levels
of public awareness of the importance of data protection following the implementation of the GDPR.
Compliance will also be a useful tool for app developers to ensure that they avoid any fines (and associated
negative publicity) under the GDPR.
The WP29 made clear that the current information provided by the Code does not meet either the GDPR
requirements nor with the level of security that is needed to process health data. The draft will now need to
be reconsidered by the drafting group, and we will have to see which inclusions are made by the drafting
group in order to cover the issues pointed out by WP29. Thereafter, the Code will need to be (re)submitted
to what is now the European Data Protection Board.
Developers of mHealth apps can nevertheless already take into consideration the available version of the
Code and in the meantime, they should ensure that they are compliant with the GDPR and other relevant
legislation.

5.3 The Working Group on mHealth assessment guidelines
Following a call for expression of interest, the European Commission established a Working Group on
mHealth assessment guidelines in February 201622. The mandate of the group was "to develop guidelines for
assessing the validity and reliability of the data that health apps collect and process". Members of the
22

https://ec.europa.eu/digital-single-market/en/news/current-initiatives-unlock-potential-mobile-health-europe
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Working Group, that were representatives from a broad range of stakeholders, were actively engaged in
discussions and work preparing the production of the guidelines.
However, after different meetings and discussions, no agreement between the stakeholder representatives
was reached, rendering the production and endorsement of guidelines within the mandate of the Working
Group impossible.
Despite this, some conclusions were possible to retain23. With the exception of the industry representatives,
that chose to limit its feedback to address data validity and reliability as initially foreseen by the mandate of
the stakeholder group, a consensus view could be found on the relevance of these six criteria:
1.
2.
3.
4.
5.
6.

Privacy
Transparency
Reliability
Validity
Interoperability
Safety

They also highlighted the following examples of existing guidelines:
•

Our Mobile Health

•

Andalusia: Complete list of recommendations on design, use and assessment of health Apps

•

Catalonia: mHealth.cat

•

France: Good practice guidelines on health apps and smart devices (mobile health or mHealth)

•

Germany: Health apps & co: safe digital care products with clearer regulations

•

United Kingdom: Guidance: Medical device stand-alone software including apps

The group’s mandate was not extended, ending in March 2017.

5.4 The open consultation about the Roadmap for EHR standard exchange format
The Communication on enabling the digital transformation of health and care in the Digital Single market 24,
adopted in April 2018, identifies three areas for action: (1) Citizens' secure access to and sharing of health
data across borders; (2) Better data to advance research, disease prevention and personalised health and
care; (3) Digital tools for citizen empowerment and person-centred care.
A comprehensive public consultation on these three health priorities was carried out between June and
September 2017 in preparation for the April 2018 Communication and the results25 confirmed that there was
substantial support from respondents for European action to promote cross-border interoperability of
Electronic Health Records (EHR) systems as all stakeholders see the lack of interoperability between EHR as
a major barrier to seamless access to health data.
23

https://ec.europa.eu/digital-single-market/en/news/report-working-group-mhealth-assessment-guidelines.
European Commission, Communication on enabling the digital transformation of health and care in the Digital Single Market;
empowering citizens and building a healthier society, COM(2018) 233 final, https://ec.europa.eu/digital-singlemarket/en/news/communication-enabling-digital-transformation-health-and-care-digital-single-market-empowering.
25 The Synopsis report on the public consultation can be found at:
https://ec.europa.eu/health/sites/health/files/ehealth/docs/2018_consultation_dsm_en.pdf.
24
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According to the results, the majority of the respondents (93%) either agreed (28%) or strongly agreed (64%)
with the statement that: "Citizens should be able to manage their own health data.” In addition, more than
80% of respondents believe that sharing data could improve treatment, diagnosis and prevention of diseases
across the EU. A large majority of respondents (almost 60%) identified the heterogeneity of electronic health
records as one of the main barriers for exchange of health data in Europe.
However, while individuals show in their responses a clear preference for being always able to manage their
data, certain organisations point out that a full control of the health by the individual can create problems
especially in two cases: firstly, when individuals have complete control over editing the information
contained in their file and deleting information created by the doctor and, secondly, when there is an
emergency which requires immediate access to the information and the patient is unable to give consent to
access his/her health record. Certain stakeholders emphasize that individual health data management should
be optional and should go hand in hand both with the interoperability of data and the necessary protections
in place.
In their responses, individuals have raised concerns over access to their health data by commercial
organisations and by government authorities without consent. Individuals have also expressed a preference
that only data necessary for a particular treatment is shared with the doctor and only after explicit consent,
which the patient should be able to revoke. Individuals have also pointed out the need to be able to opt out
if they are not able or unwilling to manage their data. Both individuals and organisations consider it to be
critical for the individuals to receive appropriate information and education on how to manage their data as
well as on how to interpret the contents. Respondents are divided on whether data should be centrally stored
(with individuals having the right to provide access to their doctors) or if data should be stored in a
decentralized way (i.e. with the individual or with health care services providers) and be always accessible to
the individual through one easy-to-use interface.
Nevertheless, 83% of respondents either agree (30%) or strongly agree (53%) with the statement “Sharing of
health data could be beneficial to improve treatment, diagnosis and prevention of diseases across the EU".
Following these results, the European Commission is preparing a Recommendation to establish a Format for
a European Electronic Health Record (EHR) Exchange, for which a Roadmap26 has been open for feedback
until 20.12.2018.
The Recommendation aims to facilitate cross-border interoperability and secure access to electronic health
records for seamless exchange and use of health data in the EU. Member States are at varying stages of
digitising their health systems and implementing Electronic Health Record systems that are accessible to their
citizens. Health data is often scattered across different local and national data repositories, using different
data formats, proprietary solutions, with risk of being locked in to specific vendor models. This situation
affects negatively the ability of citizens to access their health data, in particular across borders. It may also
have an impact on the quality of care provided to European citizens and increase cost and complexity of
exchanging health data, including critical medical information. The lack of interoperability leads to market
fragmentation and lower quality level of cross-border healthcare provision.
Supported by the Connecting Europe Facility (CEF) Telecom programme, many Member States are working
on an eHealth Digital Service Infrastructure, under which cross-border exchange of patient summaries (short
26

https://ec.europa.eu/info/law/better-regulation/initiatives/ares-2018-5986687_da.
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forms of Electronic Health Records) and ePrescriptions is set to begin between a few countries before the
end of the year or early 2019; with approximately 22 Member States expected to participate by the end of
2021. The aim in the long run is to allow for interoperability and exchange of full Electronic Health Records.
This initiative may contribute to the further development of the infrastructure.
There is a clear need for a well-functioning access to existing data and adequate infrastructure for example
to provide real-time information on existing health conditions, allergies, intolerances and polypharmacy.
When travelling abroad, many EU citizens need healthcare, and access to their own medical records in his/her
country is valuable. The exchange of data will improve continuity of care and reduce cost, for example by
avoiding repeating medical tests. This initiative may also open up access to data that support research aimed
at the development of new treatments and prevention approaches.
The initiative aims to make it possible for people to access their health records across borders as needed for
cross-border healthcare purposes such as in case of accidents while travelling, or to seek treatment of chronic
conditions, or rare diseases. When a person requires health care treatment in another Member State, having
access to their personal health records will support and improve the quality of this care, for example by
enabling faster, more accurate diagnosis and improved prognosis. As trust is essential to the success of this
initiative, it must develop in a way that reassures citizens with regard to the security of their personal data
and to their data privacy.
It also intends to facilitate the flow of health data across borders to the benefit of citizens so as to underpin
the digital transformation of health and care, and to increase the availability of health data for research
purposes, enabling society to use new technologies in pursuit of new treatments and disease prevention
approaches. It will recommend the establishment of a European EHR exchange format and will propose a set
of common technical specifications for the transfer of health data in chosen categories of health information
such as Patient Summaries and e-prescriptions and proposing further categories.
The establishment of such format will address many of the challenges to the sharing of data from electronic
health records across borders. This will also mean that patients can provide access to their health data to a
healthcare professional in another Member State (for example when consulting a specialist or receiving
emergency treatment).
It is envisaged that the Recommendation would cover the following: (i) invite Member States to put in place
strategies and where needed adapt their legislative framework to promote secure access, including crossborder, to their Electronic Health Records, (ii) recommend Member States the adoption and further evolution
of common technical specifications (including established protocols and data formats) for a European EHR
exchange format enabling cross border access to health data, and (iii) propose a way of working between
Member States, relevant stakeholders and the European Commission to continuously improve and develop
specifications and standards, implement the exchange format for Electronic Health Record and monitor
uptake across the EU.
On a related perspective, the outcomes of the Report on non-device software functions: impact to health and
best practices, released in December 2018 by the Food and Drug Administration (FDA)27, show benefits in the
adoption of EHR and related devices. A prospective, intervention study evaluated patients’ electronic sharing
of personal health records with their providers indicated that providers reported confidence in the accuracy
27

https://www.fda.gov/downloads/MedicalDevices/DigitalHealth/UCM628128.pdf
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of the information as well as improving their ability to have an accurate medication list and helped them
make medication treatment decisions. Similarly, a 6-month, pre-post design study found that integrating
patient generated data and EHRs was associated with improved clinical outcomes related to blood pressure
treatment.
On the side of the recommendations, outside experts stated that patient education information and care
plan details should be included in the patient’s EHR portal. The experts suggested that this gives the patient
the opportunity to be more engaged and informed about their treatment. A peer-reviewed article discussed
that medical terminology is not easily understandable to laypeople. It was suggested that in order to mitigate
issues with terminology, targeted education could be used to improve patient comprehension of EHR notes.
In addition, it was noted that educating patients on the medical terms that are most meaningful to them may
help patients to focus when reviewing their records.

5.5 Other relevant standards or guidelines
One interesting outcome to assess was delivered this year by the Joint Initiative Council (JIC), which is a
federation of standards and profiling development organizations that operate in health28. The JIC was formed
to enable common, timely health informatics standards by addressing and resolving issues of gaps, overlaps,
and counterproductive standardization efforts.
This cross organisational teams agreed that a Patient Summary use case was the top priority to address both
the gap in health information but to also inform other projects and initiatives that are currently underway
and delivered the Patient Summary set of standards29 in January 2018. This is a guide to a set of health
informatics standards and related materials that can be used to support the implementation of a Patient
Summary. Its value is for use in electronic information systems to produce a Patient Summary that can be
used across borders and different providers.
A number of projects have been key influencers on the Patient Summary Standards, with global relevance.
Key projects are:

28
29

-

Trillium Bridge project, a result of the United States Department of Health and Human Services (USDHHS) and European Commission (EC) Memorandum of Understanding (MoU), signed in December
2010. The Trillium Bridge project (2013-2015) focused on a feasibility study for the EU/US electronic
exchange of patient summaries. Starting with the gap analysis, it compared the HL7 C-CDA Continuity
of Care Document (CCD) specification cited in US MU-II and the epSOS PS IG cited in the EU PS
Guideline. The results of this work were significantly beneficial to the JIC Patient Summary work and
also to the HL7 INTERPAS project which produced a WHITE PAPER summarizing the results of the first
phase of work of INTERPAS.

-

EU Guidelines for Patient Summary. The Trillium Bridge project was also concurrent with this
initiative and makes extensive use of emerging guidelines. The guidelines (2013), built on the earlier
epSOS work (2011) of the EU, were published as “Guidelines on minimum/non-exhaustive patient
summary dataset for electronic exchange in accordance with the cross-border directive 2011/24/EU

www.jointinitiativecouncil.org/
http://www.jointinitiativecouncil.org/registry/Patient_Summary_Standards_JIC_Jan_2018.pdf
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release 130”. A Release 2 was agreed and published in November 2016, the main difference being the
removal of the Basic and Extended conformance categories for the identified data elements.
-

The IPS/INTERPAS Project. In response to the ongoing EU/US work and the interest in Patient
Summary roadmaps, the HL7 INTERPAS project moved to the next phase of its development, directed
towards an implementation of the patient summary data set standard in 2018.

-

At the same time the European Commission supported an initiative based upon the idea of
formalizing the EU Guidelines version 2. This is being led by CEN/TC251 and a major part of its work
was to collaborate and participate with the HL7 project. The project, named the International Patient
Summary and CEN IPS, came into being in 2016. The HL7 INTERPAS project was renamed HL7 IPS
shortly afterwards and the two standardization bodies and the projects declared a common vision
and project, and a commitment for collaborative activity for International Patient Summaries, in Oslo
(2016).

These two latter projects are working towards agreeing on the same dataset, and targeting implementation
and its associated guidance by 2019.
On a different perspective, there are other guideline to consider when developing a mHealth app, if the aim
is to consider it as a medical device; then, the CE marking process or national approvals are also required.
CE marking is a certification mark that indicates conformity with health, safety, and environmental protection
standards for products sold within the European Economic Area (EEA). The CE marking is also found on
products sold outside the EEA that are manufactured in, or designed to be sold in, the EEA. This makes the
CE marking recognizable worldwide even to people who are not familiar with the European Economic Area.
It is in that sense similar to the FCC Declaration of Conformity used on certain electronic devices sold in the
United States.
The CE marking is the manufacturer's declaration that the product meets the requirements of the applicable
EC directives and consists of the CE logo and, if applicable, the four digit identification number of the Notified
Body involved in the conformity assessment procedure. The EU requirements may include safety, health, and
environmental protection, and, if stipulated in any EU product legislation, assessment by a Notified Body or
manufacture according to a certified production quality system.
Not all products need CE marking to be traded in the EEA; only product categories subject to relevant
directives or regulations are required (and allowed) to bear CE marking. Most CE-marked products can be
placed on the market subject only to an internal production control by the manufacturer, with no
independent check of the conformity of the product with EU legislation. In particular, the European Directive
93/42/EEC, implemented in EU Members by national Legislations, requires CE Marking for Medical Devices
to be sold in the EU market. In the case of Medical Devices, it comes to safety and efficacy requirement that
both devices and their production system must have.
There are many other relevant standards addressing these subjects, from which the following may be
highlighted:
•

30

ISO 13485:2012 Medical Devices-Quality Management Systems - Requirements for regulatory
purpose standard is harmonized to Directive 93/42/EEC, which specifies the requirements for the

https://ec.europa.eu/health/sites/health/files/ehealth/docs/guidelines_patient_summary_en.pdf
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•

•

•

Quality Management System of Organizations that produce Medical Devices and aims to
demonstrate that the Medical Devices and related services are complying with the legal
requirements and the final customer needs. CE Marking path requires a number of customer tasks
and a Notified Body intervention to define the risk classes.
ISO 14971 is an ISO standard for the application of risk management to medical devices31. This
standard establishes the requirements for risk management to determine the safety of a medical
device by the manufacturer during the product life cycle. Such activity is required by higher level
regulation and other quality management system standards such as ISO 13485. Specifically, ISO
14971 is a nine-part standard which first establishes a framework for risk analysis, evaluation,
control, and management, and also specifies a procedure for review and monitoring during
production and post-production.
In 2012, a European harmonized version of this standard was adopted by CEN as EN ISO 14971:2012.
This version is harmonized with respect to the three European Directives associated with medical
devices Active Implantable Medical Device Directive 90/385/EEC, Medical Devices Directive
93/42/EEC, and In-vitro Diagnostic Medical Device Directive 98/79/EC, through the three 'Zed'
Annexes (ZA, ZB & ZC). This was done to address the presumed compliance with the 3 Directives that
is obtained through notified body certification audits and regulatory submissions that claim
compliance to this standard.
EN ISO 14971:2012 applies only to manufacturers with devices intended for the European market;
for the rest of the world, ISO 14971:2007 remains the standard recommended for medical device risk
management purposes.

5.6 Other relevant projects and initiatives
The Argonaut Project is a private sector initiative to advance industry adoption of modern, open
interoperability standards. The purpose of the Argonaut Project is to rapidly develop a first-generation FHIRbased API and Core Data Services specification to enable expanded information sharing for electronic health
records and other health information technology based on Internet standards and architectural patterns and
styles. This effort follows on recommendations from the Joint HIT Standards and Policy Committee's JASON
Task Force Report, the HIT Standards Committee’s NwHIN Power Team, the MITRE JASON Reports of 2013
and 2014, and the 2010 PCAST Report.
The Argonaut Project is currently focused on the following:
•

Clinical Notes

•

Bulk data access: Flat FHIR/Backend Services Authorization

•

“Simple Assessment” Questionnaire & Questionnaire Response

The Argonaut Clinical Notes Profile is a vendor agnostic specification providing FHIR RESTful APIs and
guidance for access to Clinical Notes by both patient and practitioner end users. This specification is based
on FHIR Version 3.0.1 and specifically the Document Reference, and Diagnostic Report resources. See U.S.
Core Data for Interoperability as a part of TEFCA which proposed support for Clinical Notes access. The
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current FHIR STU3, and ballot version of FHIR STU4, does not include concrete guidance for exchanging notes.
CI Build available.
Providers and organizations often need to efficiently access large volumes of information on a group of
individuals. Currently, this is often done by exporting a specific subset of fields from the source system into
a file format like CSV, transmitting these files to a server, and then importing the files into the target system.
Existing FHIR APIs work well for accessing small amounts of data, but large exports can require hundreds of
thousands of requests. These draft specifications outline a standardized, FHIR based approach to bulk data
export. Current documentation: https://github.com/smart-on-fhir/fhir-bulk-data-docs/. Goal is to have one
version for SMART, HL7 and Argonaut to avoid confusion around differences between the content.
The goal of the Argonaut Questionnaire Project is to develop guidance to support interchange of simple forms
based on FHIR Version 3.0.1 and specifically the Questionnaire and Questionnaire Response resources.
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6 Business models for PS standards in mHealth apps
A business model describes the rationale of how an organization creates, delivers, and captures value, in
economic, social, cultural or other contexts. The process of business model construction and modification is
also called business model innovation and forms a part of business strategy"32.
In the specific context of this document, it refers to the business model of mHealth companies and the value
brought by IPS Standards and in particular by HL7 FHIR IPS. More specifically, that may be understood as the
strategic and financial incentives for organisations – and nations – to adopt the IPS.
In this context, the present section aims at providing a brief analysis of the mHealth market and describing a
number of selected business models for mHealth apps as well as the predominant go-to-market approaches,
the most attractive countries and regions for deployment and the most relevant prevention, selfmanagement and treatment fields.
Secondly, this section illustrates the Trillium II proposition for a business model which may support IPS
standards’ adoption in mHealth field through the use of a business model canvas.
Thirdly, it presents an exploratory review of recent projects and initiatives in the field which are making sound
step forwards into the industrial adoption of relevant mHealth standards and that may therefore be
highlighting promising use cases of IPS standards further adoption.
A specific business canvas on one of these use cases is also developed and presented.
In order to better understand the following explanations, some other concepts shall be defined:
•

•
•

The term “B2B” stands for “business to business” and it refers to businesses who sell products and
services to other businesses instead of to consumers. This can include everything from invoicing
software to office furniture to security services for office buildings. Digital goods, physical products,
and services can all be included here.
B2B’s counterpart is B2C, which stands for “business to consumer”. The focus here is selling products,
goods, and services to customers for personal use33.
Business-to-government (B2G) is a business model that refers to businesses selling products, services
or information to governments or government agencies.

B2G networks or models provide a way for businesses to bid on government projects or products that
governments might purchase or need for their organizations. This can encompass public sector organizations
that propose the bids. B2G activities are increasingly being conducted via the Internet through real-time
bidding. B2G is also referred to as public sector marketing34.

6.1 Stakeholder analysis
This section is intended to analyse how the adoption of IPS standards would benefit each category of the
mobile health ecosystem (including a reflection about resistances from mainstream large companies). This
work is based on the outcomes of D7.1 of the Trillium II project – Stakeholder analysis35 – which reveals a
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wide range of potential stakeholders, most of whom are expected to be positive and supportive to Trillium
II’s objectives:
•
•

•

•

•
•

•

Patients & their carers;
Health & care professionals, including organisations & professionals in Europe, China, Australia,
Japan & US (in particular), international emergency agencies (Doctors without Borders, Red Cross,
IMC …), USAID, Danida, DEVCO, SIDA, and other country-based organisations;
Early organisational users including Foreign Affairs Ministries, University educational exchange
departments, Military staff serving abroad, NATO, Tour operators & cruise ships, travel organisers,
tourism offices ;
Indirect beneficiaries including travel insurance organisations, Healthcare provider organisations
(public & private), Community care organisations (including civil protection, social care,), National
health ministries & their agencies, 112/911/999 service providers, Patient associations, e.g.
European Patient Forum + disease specific organisations such as the European Heart Association
Health & Care Information Technology/Service vendors & National patient summary providers;
Transnational organisations including the European Commission (DGs CNECT, Sante, Grow,
Competition, Research & Innovation, ECHO), WHO, other UN Agencies (UNHCR, IOM, UNICEF, IMO),
International Civil Aviation;
Project team members, including Digital Health Innovation Partnership (GC-DHIP) Board Members.

From this comprehensive list of stakeholders, the following were found as the most determinant for analysis
in regard to the development of the business strategy and models:
•

developers

•

governments

•

healthcare providers

•

insurances

•

health and care professionals

•

citizens

As a framework, it is of interest to re-visit the Communication on enabling the Digital Transformation of
Health and Care in the Digital Single Market36, adopted by the European Commission in April 2018, as referred
in section 5.
The results37 of the public consultation carried out in 2017 confirmed that there was substantial support from
respondents for European action to promote cross-border interoperability of health data.
Out of 1464 responses, 1004 respondents (69%) answered in their personal capacity, while 460 respondents
answered in their professional capacity or on behalf of an organisation (31%). The majority of respondents
answering in their personal capacity are citizens (45% of total respondents) while 14% of total respondents
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identified themselves as health and care professionals (e.g. doctors, nurses, social care professionals) who
nevertheless responded to the survey in their personal capacity.
According to the results, the majority of the respondents (93%) either agreed (28%) or strongly agreed (64%)
with the statement that: "Citizens should be able to manage their own health data”. In addition, more than
80% of respondents believe that sharing data could improve treatment, diagnosis and prevention of diseases
across the EU. A large majority of respondents (almost 60%) identified the heterogeneity of electronic health
records as one of the main barriers for exchange of health data in Europe.
Overall the respondents agree that individuals’ management of their data has positive implications when it
comes to:
1. Individual critical value - the access and understanding of one’s own personal health data which could lead
to better self-management of people in both acute care situations and when facing chronic conditions, hence,
leading to improved patient outcomes and overall quality of life;
2. Value for the healthcare system - better-managed care through increased self-management by patients
and through connecting different healthcare professionals and providers could contribute to better clinical
outcomes, more efficient care pathways, and a decrease in healthcare costs;
3. Economic and societal value - due to improved patient outcomes, citizens would be able to actively
participate in society and the economic system, while having continued income and facing less individual
health costs.
However, while individuals show in their responses a clear preference for being always able to manage their
data, certain organisations point out that a full control of the health by the individual can create problems
especially in two cases:
•

Firstly, when individuals have complete control over editing the information contained in their file
and deleting information created by the doctor and,

•

Secondly, when there is an emergency which requires immediate access to the information and the
patient is unable to give consent to access his/her health record.

Certain stakeholders emphasize that individual health data management should be optional and should go
hand in hand both with the interoperability of data and the necessary protections in place.
In their responses, individuals have raised concerns over access to their health data by commercial
organisations and by government authorities without consent.
Individuals have also expressed a preference that only data necessary for a particular treatment is shared
with the doctor and only after explicit consent, which the patient should be able to revoke. Individuals have
also pointed out the need to be able to opt out if they are not able or unwilling to manage their data.
Both individuals and organisations consider it to be critical for the individuals to receive appropriate
information and education on how to manage their data as well as on how to interpret the contents.
Respondents are divided on whether data should be centrally stored (with individuals having the right to
provide access to their doctors) or if data should be stored in a decentralized way (i.e. with the individual or
with health care services providers) and be always accessible to the individual through one easy-to-use
interface.
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Nevertheless, 83% of respondents either agree (30%) or strongly agree (53%) with the statement “ Sharing
of health data could be beneficial to improve treatment, diagnosis and prevention of diseases across the EU".
Organisations point out that health data sharing across the EU is very useful for public health, research and
prevention, especially for new big data applications and genomics.
The term ‘access’ has been interpreted in different ways by respondents. Some respondents refer to ‘access’
to data by doctors and therefore connect it to the willingness or capability of patients to provide their data.
Restrictions identified in this case are mainly related to: technical barriers (lack of interoperability, data
quality and reliability; lack of standardization of access and extraction mechanisms); legal barriers (different
regimes among member states); ethical barriers (trust of patients in the system and difficulty to perceive the
benefit of making data available); economic barriers (lack of resources to have a proper infrastructure to
access data); lack of skills (IT skills and health literacy both of patients and practitioners).
As in the case of access to data, privacy breaches (66%), heterogeneity of electronic health records (58.3%)
and cybersecurity concerns (54.4%) are identified as the main restrictions to health data sharing in the overall
sample. However, priorities across the range of respondents do differ. Individuals are more concerned with
risks of privacy breaches and cybersecurity risks, while organisations are more concerned with heterogeneity
of electronic health records and lack of technical interoperability.
Respondents have also referred to the need to explain properly to patients the advantages of safe sharing of
data to public and population health and digital health engagement - while putting the challenges of privacy
and cybersecurity into an appropriate perspective. Moreover, this is connected to the question of ‘trust’
which is often mentioned by respondents as one of their concerns, as respondents are concerned with illicit
access to information especially by insurance companies and the private sector more generally.
Reference has also been made to widespread uncertainly about what is permissible under different legal
frameworks, not only at European and national level, but also at local level where practices may differ.
Several respondents have also pointed out the need to adopt standard technical specifications for crossborder access to health data, address the heterogeneity of technical specifications supporting EHR systems,
and encourage best-practices around data quality which could facilitate technical and semantic
interoperability.
Finally, digital illiteracy in hospitals is identified as a barrier that needs to be addressed.
The main options proposed by all respondents in order to overcome barriers to access and sharing of data
in the EU are to develop harmonised standards for data quality and reliability (59.6%), to standardise
electronic health records (56.8%), to propose health-related cybersecurity standards (54.4%) as well as to
include to support interoperability with open exchange formats (53.5%).
Other than these, increasing awareness of rights on data access under European law (46.9%), providing the
necessary infrastructure for Europe-wide access to health data (43.9%) and to propose legislation setting the
technical standards enabling citizen access and exchange of Electronic Health Records across the EU (39.6%)
were also favoured by a higher number of respondents.
Individuals and organisations showed similar preferences, with organisations assigning higher importance to
the need to support interoperability with open exchange format and support healthcare professionals with
common (EU-level) data aggregations.
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As "other options", the main proposals from organisations are related to training health care professionals
with the necessary digital and non-digital skills in order to be able to handle personal data and provide
appropriate digital solutions.
Individual respondents have referred to the need to have the option to opt-out from sharing their data, to
always request consent from the patient, the need for strict enforcement of privacy rules and stronger
punishment in case of data breach, and the need to encrypt the data at all times. Several responses cautioned
against sharing any health data electronically.
Other important suggestions include: the creation of partnerships to test implementation of new digital
solutions; specify and implement common health care standards, common reporting and common patient
rights across the entire EU; the promotion of research on patient-centric approach through digital solutions;
forming a health data cooperation network of interested Member States as a basis to start collaboration
between countries in the EU; define and implement new co-financing models for digital health to support
large scale deployment; adopting innovative financing mechanisms that recognise the value created in terms
of outcomes and create the adequate financial incentives for health and care providers to deliver integrated
care, prioritise prevention and encourage patient engagement; develop policies for and drive adoption of
new payment and reimbursement models for digital health solutions based on outcomes and long-term
health of patients.

6.2 Adoption models
The envisaged adoption models of IPS standards in mHealth may be divided into 3 main strategies:
•

Market driven: this category refers to those cases whereas adoption is voluntarily made by
developing companies and driven by the industrial and commercial advantage attached to the
standards’ adoption.

•

Government driven: in this case the standards adoption is enforced by public authorities.

•

Standards embedded in certification schemes and criteria: the adoption is in this case government
driven, although mediated by certification companies.

The words “market-driven” as well as “customer-centric” imply an in-depth understanding of market trends
and target customers. The development of market-driven products should be endorsed by a company that
believes and invests in such market research.
In the specific case of the IPS standards for mHealth apps, this implies the commercial advantage for
developers (either small companies and start-ups or mainstream providers), i.e. the benefit they would gain
from changing the current mindset oriented to just launch the app in the market and “operate” to a more
forward-looking vision oriented to “integrate”.
In this case it is also relevant to mention what IPS would bring in the perspective of the patients – citizens:
why should they ask for having IPS integrated in the app they use?
The second model referred above is based on a government-driven approach, which means health
authorities would enforce the adoption of standards. Enforcement is the process of ensuring compliance with
laws, regulations, rules, standards, or social norms. By enforcing laws and regulations, governments attempt
to effectuate successful implementation of policies.
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Regulatory compliance describes the goal that organizations aspire to achieve in their efforts to ensure that
they are aware of and take steps to comply with relevant laws, policies, and regulations. Due to the increasing
number of regulations and need for operational transparency, organizations are increasingly adopting the
use of consolidated and harmonized sets of compliance controls. This approach is used to ensure that all
necessary governance requirements can be met without the unnecessary duplication of effort and activity
from resources.
In the specific case of IPS standards for mHealth apps, health authorities may claim the advantages in terms
of efficiency gains/cost reductions for governments, as it is specifically described in some of t use cases
presented below in this section.
In the same situation of a government-drive approach, it is relevant to consider also the changing role of
insurances and their increasing interest in data to better assess risks, thus trying to figure out what could be
the advantage for them to incorporate IPS in their own apps. This can be better understood, for example, in
the Hancock use case described in the next pages.
The five following sub-sections will be illustrative of practical adoption models that could be used to enhance
IPS standards in mHealth apps across Europe.
The first two cases presented – Apple and Hancock - are market-driven initiatives; in the first one, IPS is used
as a competitive factor to present Apple as a market-leader on mHealth, targeted to a holistic B2C, B2B and
B2G strategy.
As for the second business case, a company searches a way to provide the costumers with a competitive
advantage on prices as a reward system for healthier behaviours. This strategy is based on a digital platform
that registers patient data, which could be replicated in order to enhance the broad adoption of IPS
standards.
The following two examples are government-driven, being the first - NHS - an example of mandatory
compliance with established guidelines applicable to all staff and services of the NHS in agreements and
contracts with third parties. It may be mainly understood as a legal requirement to provide services or sell
products to the Health authorities.
The second example – Andalusia - is also government-driven but not based on a mandatory approach. It is
much more oriented to engage different stakeholders and promote guidelines and standards through a
positive and participatory recognition, that may be an appealing strategy for mobile Health app developers
and that is also well perceived by citizens that will, in this sense, pressure mHealth developers and suppliers
to comply to the best standards and best practices.
The last case – European Society for Hypertension - is not specifically an adoption model but the example of
an enabler to IPS standards broad adoption by using it directly on a product and also involving professional
use and patient recommendations.
The adoption model cases are described in the following sub-sections.

6.2.1 Market-driven example 1: the Apple’s “business move” on PS interfaces for mHealth apps
In January 2018, Apple introduced a significant update to the Health app with the iOS 11.3 beta, debuting a
feature for customers to see their medical records right on their iPhone. The updated Health Records section
within the Health app brings together hospitals, clinics and the existing Health app to make it easy for

35

Deliverable 7.4: Business models for Patient Summary standards in mHealth apps

consumers to see their available medical data from multiple providers whenever they choose. Johns Hopkins
Medicine, Cedars-Sinai, Penn Medicine and other participating hospitals and clinics are among the first to
make this beta feature available to their patients.
In the past, patients’ medical records were held in multiple locations, requiring patients to log into each care
provider’s website and piece together the information manually. Apple worked with the healthcare
community to take a consumer-friendly approach, creating Health Records based on FHIR (Fast Healthcare
Interoperability Resources), a standard for transferring electronic medical records.
Apple released a press note stating that ”Now, consumers will have medical information from various
institutions organized into one view covering allergies, conditions, immunizations, lab results, medications,
procedures and vitals, and will receive notifications when their data is updated. Health Records data is
encrypted and protected with the user’s iPhone passcode. Our goal is to help consumers live a better day.
We’ve worked closely with the health community to create an experience everyone has wanted for years —
to view medical records easily and securely right on your iPhone,” said Jeff Williams, Apple’s COO. “By
empowering customers to see their overall health, we hope to help consumers better understand their health
and help them lead healthier lives”.
The marketing messages enhance that Apple is putting the patient at the center of their care by enabling
them to direct and control their own health records. Apple took the lead in bringing several healthcare
providers to agree on using their app by enabling access for consumers to their medical information on their
iPhones. Apple gained advantage to help scale adoption because they have both a secure and trusted
platform and have adopted the latest industry open standards at a time when the industry is well positioned
to respond.
In June 2018, Apple continued on the route to exploit this subject by delivering a Health Records API for
developers and researchers to create an ecosystem of apps that use health record data to better manage
medications, nutrition plans, diagnosed diseases and more. The Health Records feature allows patients of
more than 500 hospitals and clinics to access medical information from various institutions organized into
one view on their iPhone. For the first time, consumers will be able to share medical records from multiple
hospitals with their favorite trusted apps, helping them improve their overall health.
“Medical information may be the most important personal information to a consumer, and offering access
to Health Records was the first step in empowering them. Now, with the potential of Health Records
information paired with HealthKit data, patients are on the path to receiving a holistic view of their health,”
said Jeff Williams, Apple’s chief operating officer. “With the Health Records API open to our incredible
community of developers and researchers, consumers can personalize their health needs with the apps they
use every day”.
Health Records data is encrypted on iPhone and protected with the consumer’s iPhone passcode. When
consumers choose to share their health record data with trusted apps, the data flows directly from HealthKit
to the third-party app and is not sent to Apple’s servers.
Developers building health apps can individualize experiences, with the user’s permission, based on the
user’s unique health history across key categories, including:
•

Medication Tracking: Medisafe, a medication management app, will connect with the Health Records
feature so consumers can easily import their prescription list without manual entry, quickly enabling
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pill reminders and allowing the user to receive relevant medication information. Medisafe will be
able to warn patients of problematic drug-drug interactions because they have the comprehensive
view of the patient’s exact medication list from several hospitals and clinics.
•

Disease Management: A diabetes app could access a patient’s lab results from their Health Records
as well as their diet and exercise details through the existing iOS HealthKit integration, allowing for a
more complete picture of the consumer and the best ways to encourage them to stay on track.

•

Nutrition Planning: A healthy eating app could offer consumers tailored programs based on their high
blood pressure or cholesterol results by serving up low salt or high fiber meal plans.

•

Medical Research: With the new Health Records API, doctors can integrate patient medical data into
their ResearchKit study apps for a more complete view of their participants’ health background.
Traditionally, researchers used arduous survey questionnaires to determine pre-existing conditions,
which puts the burden on the patient to remember the details. Now, with the participants’ approval,
researchers can access that patient-specific information to ensure more comprehensive research.
This integration continues Apple’s commitment to providing the medical community with
ResearchKit tools that could further their discoveries.

In this business case, IPS standards are being used as a competitive advantage against competitors on a B2C
approach, since they may differentiate the Apple’s product making it more reliable to the consumer. The
integration of this advantage with the creation of an ecosystem that has several healthcare providers allowed
to join here a B2B or B2G approach towards an invincible strategy pursued by this brand.

6.2.2 Market-driven example 2: Hancock insurance
The biggest business lesson of the last decade is that disruption can change an industry overnight – even
collapse it.
That's why John Hancock is transforming its 156-year old business model and will no longer sell traditional
life insurance policies as all of their policies will come with John Hancock Vitality – a platform designed to
help policyholders live longer, healthier lives by giving people incentives to make healthier choices linked to
physical activity, nutrition and mindfulness.
All life insurance companies want their customers to live longer – it's basic economics. The longer a customer
lives, the longer life insurance companies can invest customer premiums before delivering death benefits.
But for too long, this industry wasn't truly investing in the very thing it is designed to protect: life.
And as currently lifestyle diseases are the primary cause of death, just four choices — physical inactivity, an
unhealthy diet, excessive alcohol and smoking — cause more than 60 percent of deaths and 80 percent of
the disease burden in the United States, for instance.
These facts led to a fundamental question: How can insurance companies do business in a way that also
creates value for society, and to customers, by addressing their needs and challenges? And how can they use
technology to help make healthy choices easier choices?
Vitality aims to be an engaging, tech-enabled wellness platform that rewards customers for the everyday
things they do to live longer, healthier lives. Instead of asking, "Did you pass your cholesterol screening when
you purchased life insurance several years ago?" the platform will enable the company to understand if
customers were walking 10,000 steps, meditating more, and managing to sleep eight hours a night — and
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reduce their premiums as a reward for healthier behaviours. Just like car insurers can offer a safe-driving
discount, Hancock began understanding the power of rewarding healthy living.
Since they introduced John Hancock Vitality as an option three years ago, their policyholders have taken
nearly twice as many steps as the average American, logged more than 3 million healthy activities like
walking, swimming and biking, and engaged with us 576 times a year — compared to one or two times a year
with traditional policies.
Embracing a business model that gives customers incentives to live well, makes customers live longer and
healthier lives and society secures a healthier, more productive population and workforce.
This is an example of life insurance making positive, quantifiable contributions to addressing public health
concerns. This will improve lives and business, but also serves a greater good, providing lessons that can be
shared with relevant government and NGOs to improve customer choices and advance public policy, further
enriching the shared value cycle.
When a life insurance policyholder dies, the company pays a lump sum to the living spouse or children. So
life insurance companies want to keep their costumers alive as long as possible so that they keep paying
monthly premiums. It’s a double whammy for them when a costumer dies: not only do they lose premiums
as they have to pay the survivor(s).
So, this “interactive” wellness initiative is not really about public health or making people feel better. As
Brooks Tingle, president and chief executive of John Hancock, put it frankly to the New York Times: “The
longer people live, the more money we make. If we can collectively help our customers live just a bit longer,
it’s quite advantageous for us as a company”.
If insurance companies can entail a similar incentive to costumers that use mHealth apps that comply to IPS
standards or if they adopt them directly and then reward costumers that use them, they are creating marketdriven adoption models that may allow broad adoption of these standards, as they would be relevant for the
costumer to differentiate the product.
Again, efficiency and interconnectivity may be gains obtained in this situation, in addition to the promotion
of healthier lifestyles.

6.2.3 Government-driven example 1: NHS certification criteria for third party apps
NHS Digital and NHS England are enhancing the Apps Library38 to make it the go-to place for patients to access
safe and effective digital tools. The Apps Library contains dozens of apps to help patients manage a variety
of conditions such as diabetes, mental health, COPD with the latest one to be added promoting mindfulness
to support improved mental health.
It intends to help patients navigate the many digital healthcare tools available, providing trusted digital tools
for patients and citizens to manage and improve their health and well-being. The objective of this UK strategy
is to set national standards and help patients and citizens better manage their health, since they can be
confident that the apps they are using are safe and trusted. This is also seen as an opportunity for many
developers to put forward their apps for assessment, as being featured on the library is not only a great
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bonus for developers but it also helps CCGs and patients who will have the reassurance that the apps featured
are evidence-based and result in positive patient outcomes.
Developers can submit their applications and then be assessed to see if they meet published criteria, to
ensure apps meet NHS technical, clinical and safety standards, and help connect people to the information
and services they need easily and effectively.
A group of subject matter experts, across a number of specialist organisations developed a beta version of
the Digital Assessment Questions (DAQ)39. They cover a series of clinical and technical standards, questions
and best practice aimed to help develop or enhance the digital product to the required and recommended
standards40,41.
The National Institute for Health and Care Excellence (NICE) has worked with partner organisations to
develop a set of evidence standards for digital health technologies, including apps. They are designed to
ensure new technologies are clinically effective and offer value for money to the healthcare system. They
also aim to make it easier for innovators and commissioners to understand what good levels of effectiveness
for digital technologies should look like.
The NHS also intends to incorporate these standards into future versions of the DAQ.
This initiative will specifically improve interconnectivity between apps and (1) other apps; (2) GP systems of
choice (GPSoCs) and (3) secondary care systems (e.g. Cerner etc.), enabling the NHS to save resources and
diminishing costs at the same time it (1) promotes self-care (2) reduces duplication of data collection and (3)
improves clinical efficiency.

6.2.4 Government-driven example 2: Andalusian and Catalan certification models
‘Safety and Quality strategy in Mobile Healthcare Apps’42 is a project created in 2012 within the Andalusian
Agency for Healthcare Quality (ACSA). The aim was to ensure that processes and developments resulting
from mobile health enable the enhancement of services offered to the citizens. It is a dynamic and integrated
process which holds suggestions and advice for general citizenship and a list of recommendations is
recognised with the granting of the AppSaludable Quality Seal.
The Andalusian Agency for Healthcare Quality has had the support of its own resources in order to develop
the project, as well as the collaboration of expert health professionals, apps developers, patients’
representatives, managers of the Andalusian Public Health System, and specialists of different areas from
inside and outside Andalucía (accessibility, usability, safety, data protection, etc).
Starting on October 2012, the Recommendations Guide includes recommendations on design, use and
assessment of mobile health apps aimed to all involved groups: citizenship, health professionals, health
services providers, developers, etc.
The guide is also a process open to suggestions and contributions made through comments posted on the
website, which help to improve the information, recommendations and other contents.
Recommendations are focused on the following aspects:
39
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•

Design and Appropriateness

•

Quality and Safety of Information

•

Provision of Services

•

Confidentiality and Privacy

In its pursuit of good practices acknowledgment on matters of mHealth, the Andalusian Agency for
Healthcare Quality has created the AppSaludable Quality Seal. It is a guarantee seal used in order to recognise
those reliable mobile apps. The AppSaludable Quality Seal is the first Spanish seal that freely recognises all
public or private health apps that ask for it.
The process is mainly based on the self-assessment of the app in accordance with recommendations included
in the guide, and the assessment carried out by a committee of Agency’s experts in order to identify possible
improvements. Once the seal is awarded, the app becomes part of a list of mobile health apps with
remarkable safety and quality.
Safety and Quality Strategy in Mobile Health Apps also provides users with a resource to improve quality and
reliability guarantees in the use of mobile health apps. The Mobile Health Apps Catalogue shows those apps
with remarkable quality, safety and reliability, including those granted with the AppSaludable Quality Seal,
those in the assessment process or those that have applied for this acknowledgment.
Besides, the apps granted with the AppSaludable Quality Seal are linked to an information sheet which
includes remarkable aspects and improvements which have been identified after the assessment process.
The Agency is intended to develop new activities related to mobile health apps, such as (1) the creation of
practice communities for the different groups involved with mHealth: forums, list of tools for the
development of apps and (2) future certification programme for mobile health apps.
In Catalonia, the AppSalut website43 was created within the Catalan Master Plan on mHealth. It is a portal
showcasing health and social care oriented applications, facilitating access to mobility tools, and encouraging
citizens to take a more active role in managing their health. All apps showcased on the AppSalut Website are
required to pass an accreditation process, which is based in 120 different criteria in the fields of usability,
security, technical and clinical issues.
After accreditation, professionals can recommend the use of certified apps to patients. When downloading
an app the patient is asked to accept a legal disclaimer specifically integrated in the app to agree to share
their data with the Catalan Health Department. The health professional will then be able to access the data
generated by the patient and to integrate it into the patient’s medical record, using an innovative Digital
Health Platform.
Both these initiatives offer the same advantages identified for the previous use case, namely enhanced
connectivity and higher efficiency.
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6.2.5 The enabling role of healthcare professionals organizations: the case of the European
Society of Hypertension
Trillium-II and the European Society of Hypertension (ESH) share the aim to provide a stable and organised
European platform for health data exchange in hypertension. They recognize the importance of PS standards
and agree to collaborate in the global community of practice in digital health innovation and:
•

Advance the vision of the patient summary as a window to a patient’s health information enabled by
robust and widely adopted specifications

•

Identify specific situations where patient summaries and their extensions can make a difference to
the life of individuals and communities

•

Elaborate patient summary extensions appropriate for capturing and assessing cardiovascular risk
factors, exploring the possibility of implementing patient summary within the ESH CARE application
for smartphones

•

Identify ambassadors that can offer first-hand experience and can serve as role models in their
community.

This interest of the ESH on using IPS standards in their European platform for health data exchange in
hypertension is the perfect example of how different stakeholders may leverage the use of these standards
and regulations on mHealth apps. Being broadly used and recommended by the health care professionals
that are members of ESH, this platform may be a vehicle to enable IPS standards as a requirement for
providers in this area and will also make it widely visible for patients and health care providers as a quality
requirement for apps in this domain.

6.3 Business model canvas for adoption of IPS standards in mHealth industry
Following the stakeholder analysis and the adoption models and enablers presented, the present section will
propose a business canvas for PS standards in mHealth applications.
The Business Model Canvas is a strategic management and lean start-up template for developing new or
documenting existing business models. It is a visual chart with elements describing a firm's or product's value
proposition, infrastructure, customers, and finances. It assists firms in aligning their activities by illustrating
potential trade-offs. Since the release of Osterwalder's work in 200844, new canvases for specific niches have
appeared.
Formal descriptions of the business become the building blocks for its activities. Of course, many different
business conceptualizations exist; Osterwalder's work and thesis propose a single reference model based on
the similarities of a wide range of business model conceptualizations. With his business model design
template, an enterprise can easily describe its business model.
•

Infrastructure
o

Key Activities: The most important activities in executing a company's value proposition.

44

Osterwalder A., The Business Model Canvas,
https://nonlinearthinking.typepad.com/nonlinear_thinking/2008/07/the-business-model-canvas.html, July 05, 2008.
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•

o

Key Resources: The resources that are necessary to create value for the customer. They are
considered assets to a company that are needed to sustain and support the business. These
resources could be human, financial, physical and intellectual.

o

Partner Network: In order to optimize operations and reduce risks of a business model,
organizations usually cultivate buyer-supplier relationships, so they can focus on their core
activity. Complementary business alliances also can be considered through joint ventures or
strategic alliances between competitors or non-competitors.

Offering
o

Value Propositions: The collection of products and services a business offers to meet the
needs of its customers. According to Osterwalder (2004)45, a company's value proposition is
what distinguishes it from its competitors. The value proposition provides value through
various elements such as newness, performance, customization, "getting the job done",
design, brand/status, price, cost reduction, risk reduction, accessibility, and
convenience/usability.
▪

•

The value propositions may be:
▪

Quantitative – price and efficiency

▪

Qualitative – overall customer experience and outcome

Customers
o

Customer Segments: To build an effective business model, a company must identify which
customers it tries to serve. Various sets of customers can be segmented based on their
different needs and attributes to ensure appropriate implementation of corporate strategy
to meet the characteristics of selected groups of clients. The different types of customer
segments include:
▪

Mass Market: There is no specific segmentation for a company that follows the Mass
Market element as the organization displays a wide view of potential clients.

▪

Niche Market: Customer segmentation based on specialized needs and
characteristics of its clients.

▪

Segmented: A company applies additional segmentation within existing customer
segment. In the segmented situation, the business may further distinguish its clients
based on gender, age, and/or income.

▪

Diversify: A business serves multiple customer segments with different needs and
characteristics.

▪

Multi-Sided Platform / Market: For a smooth day-to-day business operation, some
companies will serve mutually dependent customer segments.
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Osterwalder A. (2004), The Business Model Ontology - A Proposition In A Design Science Approach. PhD thesis
University of Lausanne.
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•

o

Channels: A company can deliver its value proposition to its targeted customers through
different channels. Effective channels will distribute a company’s value proposition in ways
that are fast, efficient and cost-effective. An organization can reach its clients through its
own channels (store front), partner channels (major distributors), or a combination of both.

o

Customer Relationships: To ensure the survival and success of any businesses, companies
must identify the type of relationship they want to create with their customer segments.
Various forms of customer relationships include:
▪

Personal Assistance: Assistance in a form of employee-customer interaction. Such
assistance is performed during sales and/or after sales.

▪

Dedicated Personal Assistance: The most intimate and hands-on personal assistance
in which a sales representative is assigned to handle all the needs and questions of
a special set of clients.

▪

Self Service: The type of relationship that translates from the indirect interaction
between the company and the clients. Here, an organization provides the tools
needed for the customers to serve themselves easily and effectively.

▪

Automated Services: A system similar to self-service but more personalized as it has
the ability to identify individual customers and their preferences.

▪

Communities: Creating a community allows for direct interactions among different
clients and the company. The community platform produces a scenario where
knowledge can be shared and problems are solved between different clients.

▪

Co-creation: A personal relationship is created through the customer's direct input
to the final outcome of the company's products/services.

Finances
o

Cost Structure: This describes the most important monetary consequences while operating
under different business models.
▪

▪

Classes of Business Structures:
▪

Cost-Driven – This business model focuses on minimizing all costs and having
no frills.

▪

Value-Driven – Less concerned with cost, this business model focuses on
creating value for products and services.

Characteristics of Cost Structures:
▪

Fixed Costs – Costs are unchanged across different applications. e.g. salary,
rent

▪

Variable Costs – Costs vary depending on the amount of production of goods
or services.

▪

Economies of Scale – Costs go down as the amount of goods are ordered or
produced.
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▪

o

Economies of Scope – Costs go down due to incorporating other businesses
which have a direct relation to the original product.

Revenue Streams: The way a company makes income from each customer segment. Several
ways to generate a revenue stream:
▪

Asset Sale – (the most common type) Selling ownership rights to a physical good.

▪

Usage Fee – Money generated from the use of a particular service.

▪

Subscription Fees – Revenue generated by selling access to a continuous service.

▪

Lending/Leasing/Renting – Giving exclusive right to an asset for a particular period
of time.

▪

Licensing – Revenue generated from charging for the use of a protected intellectual
property.

▪

Brokerage Fees – Revenue generated from an intermediate service between 2
parties.

▪

Advertising – Revenue generated from charging fees for product advertising.

Based on the Canvas concept, the Trillium II Patient Summary proposed business model is described below
in Table 1.
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Table 1. Business model canvas for IPS standards adoption in mHealth
Key Partners & Suppliers

Key Activities

Value Proposition

Customer Relationships

Customer Segments

Key partners:
• Healthcare Providers: need
to incorporate IPS in their
eHealth strategy to cover safer
patient mobility needs
• Health authorities: they set
the certification criteria for the
apps, thus enhancing the
demand for specific services
and standards
• Telecomm companies: they
are increasingly interested in
incorporating health services in
their digital offer
• Mobile health companies
developing complementary
apps
• Healthcare Software
Providers: seeking for new
services to incorporate in the
EHR or HIS they offer/manage
• Venture capitals/investors:
seeking for innovative
breakthrough services

•

We may distinguish different
types of values generated by
the adoption of the IPS in
mHealth apps:

Although citizens and patients and, more in
general, citizens are the final beneficiaries of
the IPS integrated in the mHealth apps they
use, different types of customers and, thus,
customer relationship may be envisaged:
• Citizen as direct clients of the
mHealth app developing company
(B2C relationship): the citizens
themselves search for the product
addressing their needs in a
marketplace, pay for subscription or
use, review the apps and contribute in
iterative co-design processes by
providing their feedbacks. Such
processes are encouraged or led by
patient organizations.
• Healthcare providers or
mainstream telecomm providers
as clients (or even buyers of the whole
mHealth company) in a B2B approach.
• Health authorities as direct
interlocutors of the mHealth
companies as dats third party suppliers
setting minimum criteria to be
complying wth (B2G approach).

• Citizens
In particular those
benefiting of cross
border healthcare
services:
- Tourists
- Chronic patients
- Expat workers
• Healthcare
professional
associations (e.g. EU
Society of
Hypertension, etc.)
• Healthcare provider
organisations (e.g.
hospital, primary
care provider)
• Insurers
• Patient advocacy
organizations
• Medical tourism /
hospitality
organizations

•

•
•

Integration of IPS in
mHealth app
Promotion and marketing
actions to create
awareness of the added
value of having mHealth
apps complying with IPS
standards
Participation in
standardization groups
Participation in
datathons,
connectathons, and
similar.

Value for citizens:
• Ease cross border health
data mobility
• Increase safety in
travelling
• Ease emergency and
disaster response
• Ease chronic disease selfmanagement
Value for mHealth app user
organizations:
• By adopting the IPS they
are provided with a set of
resources to enhance the
services they are offering
• Be part of a co-creation
environment for building
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• Insurances: they seek for IPS
as additional service to offer to
clients and benefit data
collection from IPS to better
assess health related risk
• Healthcare professional
associations: they influence
the offer and guide the demand
for mHealth apps embedding
specific services and standards
by testing and validating apps
Key suppliers:
• SDOs
• Terminology organizations

Key Resources
•
•
•
•
•
•

HL7 FHIR Foundation
Trillium II digital health
innovation community
eHDSI Resources and
Governance
Agreements with
terminology
organizations (SNOMED)
Standardization groups
Resources such as
datasets, servers and
tools provided by the
SDOs

•

and expanding the IPS
components
More easily integrate
with or be acquired by
mainstream companies

Channels
•
•
•
•
•

Online marketplaces for apps
Apps prescribed as clinical services by
health professionals
Apps tested/validated/recommended by
patients associations or healthcare
professional societies
Apps integrated in mainstream devices
Cross sector collaboration (e.g.
services offered by work insurances to
expat workers)

•

Other digital health
companies and
EHR/PHR/HIS
software providers

Cost Structure

Revenue Streams

The Cost Structure is:
• value driven, thus less concerned on cost minimization and more focused on value
creation by enhancing the services offered by the app incorporating the IPS;
• characterized by “economies of learning” meaning here that incorporating the
IPS gives them the opportunity to know in advance the key information to be
searched for and its format and may access to a set of resources such as training,
servers, and tools provided by the SDOs which reduce considerably their R&D and
integration costs.

Key types of revenues envisaged for mHealth companies are:
o Subscription/download fees following e.g. medical
prescription of the mHealth app, recommendations
formulated by patients associations or healthcare
professionals societies
o Usage fees
o Agreements with healthcare providers, insurers which
outsource the development of their own apps
o Acquisition by mainstream devices or OEM Revenue sharing
on end to end services

Main categories of costs are software development; integration costs; training; personal
assistance and software maintenance; certification; standardisation training and membership
fees.
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6.4 Use Cases
The Canvas model presented above intended to aggregate basic information on a common framework for
the adoption of IPS standards. To better understand this more general framework, three illustrative use cases
are presented hereafter and the benefits of IPS standard adoption in these three situations will be specifically
highlighted as it may translate better quality care and well-being and, at the same time, represent reduction
of costs on Health-related expenditure.
A specific adapted canvas will be developed and presented for use case 3 – MOCHA and child vaccination as it is a very specific situation and this model may enhance its short-term adoption and advance on the
collection of its benefits.

6.4.1 IPS Disaster management experience from EU Modex Patient with IPS on their mobile
The Trillium-II project participated in the 5th European Union Module Exercise (EU MODEX-Ro) to evaluate
the International Patient Summary (IPS) in the context of a disaster management and emergency response
exercise.
This is the first use case presented in this section as it is clear the cost saving it may implies to national
emergency services from improved emergency response.
For example, in the UK, in 2003 the Fire Service reckoned that every person lost in a house fire cost the nation
£1m46; in Portugal, in 2017, the fire losses implied over 523 million euros47 and in the US the average fire
injury is estimated at $128,800 (2013 US$)48.
EU MODEX-Ro was the largest medical exercise in the history of the European Union with more than 3500
participants and by number of teams and participants it was the largest Medical Module Exercise within the
framework of the Union Civil Protection Mechanism with participants from all member states, 600 role
players and 2000 medical injects. The EU MODEX-Ro exercise scenario involved a devastating earthquake of
7.5 Richter in Bucharest. At the request of the Romanian government, the EU responded by, amongst others,
sending a large and highly skilled Emergency Medical Team (EMT), merging on the spot with an Israeli team.
Trillium II participated in this crisis scenario evaluating the use of the International Patient Summary (IPS) in
the EMT-3 operations. An EMT-3 is a fully operational mobile field hospital. Trillium also solicited feedback
from EMT-2 team members, which offers some but not all hospital departments.
The value of the IPS available in the smartphone of a victim, in the aftermath of a disaster was assessed at
different levels of disaster management. The IPS comprises key elements of a person’s health profile as
critical problems and conditions, allergies, medication, vaccinations, aiming to serve as a window to a
person’s health prior to the disaster.
During the EMT-3 shifts on October 16, 2018, 20 earthquake victims (role players) arrived in groups with
other medical cases to the mobile field hospital for treatment. The victims had the IPS on their mobile phones
and showed it to the EMT team.
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The visual presentation of specific medical case injects was assessed on three different apps developed by
Gnomon (eHealthPass), SPMS (MySNS), and SRDC (Care Planner of the C3Cloud project) as well as in free text
in discussions with the Italian, Austrian, and Israeli medical teams.
eHealthPass enables the patients to carry their medical information (medical record, vaccination list,
prescriptions calendar, appointments with doctors, etc) on their smartphone and empowers them to gain
control of their own data by determining who will have access to which piece of information. In the context
of the Bucharest exercise, eHealthPass facilitated the demonstration of the IPS on the victims’ smartphones
and additionally it incorporated the produced encounter report on the victims’ medical record.
MySNS developed by SPMS - Portugal allowed presentation of IPS related information in different Cards
information on vaccinations, allergies, etc. and is available to all Portuguese citizens.
The SRDC adaptive care planner reads the IPS and can assist health professionals to formulate a care plan
based on the most recent professional guidelines covering the care of patients already suffering from chronic
diseases including diabetes, heart failure and renal failure. It is a technology to be tested in the C3Cloud
project, that could appeal to social workers that dealt with earthquake victims in the period following the
disaster, while still in the hospital or evacuation camp. The adaptive Care Planner also allows medical
professionals to quickly review the medical summary of a patient by processing and visualizing the IPS.
The HL7 FHIR IPS format used has been the result of collaboration between CEN and HL7 and provides a
refined representation of the IPS used in the Connecting Europe Facility (CEF) eHealth Digital Services
Infrastructure (eHDSI).
According to the original plan at the end the shift (s) when the exercise section medical cases had played out,
the Trillium-II team discussed the IPS experience (a) with the members of EMT about potential benefits and
how the IPS affected their medical decision-making, care management, and patient safety and (b) with the
role players (victims), about their patient experience of carrying the IPS on their smartphone or tablet.
Earthquake incident medical cases where evaluated both with and without IPS information. In this way,
Trillium-II will assess the advantage of having an IPS or its parts e.g. medications, allergies, etc., in real
emergency situations:
Several in depth interviews were carried out. They reflected the importance of keeping a photo in the patient
summary as a means of identification and supporting the language of the country where the disaster occurs.
They also illustrated the importance of the user interface design. Depending on the setting where
information is used and the specific medical case, different elements of the IPS were considered of higher
importance. Whereas, in the Emergency Room, physicians stated the medical background is of lesser
importance, physicians at the field hospital’s Ward believed their work could benefit the most from the IPS.
Additionally, the type of the information carried out will be provided as part of the integration with the
EUMFH Electronic Health Record system (EHR), IPS is imported to the EUMFH, in the HL7 FHIR IPS format, as
part of a rewarding cooperation with the Leipzig University and the team of Prof. Thomas Neumuth. EUMFH
is an EMT-3, which can provide long-term medical relief to the earthquake victims. After treatment and
discharge, the relevant information, that is procedures, medication, other medical actions, etc. will be
available to the team accompanying the patient as an encounter report, which can also be imported to
GNOMON’s eHealthPass Application.
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It was quite evident, from the experience held in EU Modex-Ro, that the integration of IPS in disaster
management scenarios brings high cost-benefit, which makes it an attractive scenario for a business model
that could be government-lead has national authorities may be leading costumers of such solutions.

6.4.2 Survivorship passport initiative
Childhood cancers are rare, but survivors are not. More and more children and adolescents survive cancer,
and it is estimated that approx. 300,000 childhood cancer survivors currently live on our continent (in 2020,
their number will reach nearly half a million). Many survive well past their 50th birthday, and this encouraging
development is due to the major progresses made by researchers within the European clinical trial groups
specialised in paediatric malignancies.
Although this is certainly a cause for rejoicing, many survivors suffer from side effects (chronic conditions,
second malignant tumours, fertility issues, etc.) in the long term, that are severe enough to affect their daily
lives. Another problem is the general lack of information – both on the side of survivors and of healthcare
professionals – on the clinical history of the former patient and on the possible late effects stemming from
having a tumour in the paediatric age. This missing knowledge becomes particularly critical in the transition
from paediatric to adult care and when survivors move to another country, and can generate incorrect
diagnosis and treatments.
One way of providing survivors with optimal long-term care is the creation of a ‘Survivorship Passport‘ for
each child and adolescent cured of a cancer. This is a useful tool to provide instant access to the medical
history of patients who ended a cancer therapy, making survivors and healthcare professionals aware of the
potential risks or late effects stemming from the previous disease and treatment received. This selfgenerating document contains all details of the survivor’s disease and treatment, and a database for storing
the clinical data and hence facilitate monitoring and research. Information is provided in an easily
understandable way, and includes recommendations for an adequate follow-up, depending on individual risk
factors. Both doctors and survivors will have the possibility to access this information via a dedicated secured
website and a mobile app.
The Survivorship Passport project49 aims to provide every European childhood cancer survivor with a webbased document, containing cancer history and therapy information. The document, based on an
internationally agreed format and given to the patient at the end of treatment, contains key information on:
•

the tumour type and location

•

the clinical course of the original cancer

•

the cumulative dose of each pharmaceutical drug received, as well on undergone surgery(ies),
radiotherapy plan(s) and hematologic stem cell transplant, if any

•

any other relevant information related to the treatment and the patient’s health conditions

The passport e-document is automatically generated with a bar code/QR code to easily access latest
guidelines and personal passport (password protected), also through a dedicated Mobile App. Based on the
medical history of each individual as summarized in the passport, follow-up recommendations are included.
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The recommendations are based on guidelines developed as part of the international EU funded project
PanCareSurFup in collaboration with the International Guidelines Harmonization group. Each guideline is
defined after extensive literature review and discussion among experts and identifies:
-

who is at risk of possible late effects such as infertility, thyroid or other endocrinal
dysfunctions, cardiac, renal or other problems;

-

what examinations are suggested to diagnose the condition in useful time;

-

when and how often such examinations should be performed;

-

what to do if an anomaly is observed.

Currently, the passport includes guidelines for screening on secondary breast cancer, male and female
gonadal insufficiency and cardiomyopathy.
The mHealth app connected to this initiative represents a sharp example of a use case in which IPS standards
would represent a major gain in interconnectivity, data reliability and connection between different medical
specialities and providers, thus enhancing better healthcare and preventing higher future costs.

6.4.3 Child health - MOCHA home based records and European Vaccination Card
The goal of the MOCHA “Models of Child Health Appraisal” project50 is to define optimal models of primary
child health care that have the potential of transfer to EU countries. After productive discussion with the
World Health Organisation Child and Adolescent Health and Development Division, MOCHA has undertaken
an in-depth investigation to find out more about the existence and use of Home Based Records in the EU and
EEA countries. A home-based record (also known as a ‘parent held record’) is a record of a child’s growth,
development and utilisation of public health/preventive health services. It is normally issued at birth and
held by the parents.
Traditionally a paper booklet, but some countries now use digital platforms, including Citizen Patient Portals.
In a home-based record, a health professional adds key information about the child, but in some cases the
parent(s) and other professionals also make entries. The MOCHA Home Based Records report investigates
the extent of use of such records, and how they fit into the delivery of primary care services to children in
the digital age.
There is considerable heterogeneity between primary care systems that have evolved in individual national
cultural environments. MOCHA studied how the transfer of models or their individual components can be
achieved across nations, using examples of combinations of settings, functions, target groups and tracer
conditions. There are many factors that determine the feasibility of successful transfer of these from one
setting to another, which must be recognised and considered. These include the environment of the care
system, national policy making and contextual means of directing population behaviour – in the form of
penalties and incentives, which cannot be assessed or expected to work by means of rational actions alone.
MOCHA developed a list of criteria to assess transferability, summarised in a PIET-T process; that identifies
key Population characteristics, Intervention content, Environment and Transfer.
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Figure 7. The PIET-T model with systematized criteria to determine transferability

To explore the process and means of transferability, the project obtained consensus statements from the
researchers on optimum model scenarios, and conducted a survey of stakeholders, professionals and users
of children’s primary care services that involved three specific health topics: vaccination coverage in infants,
monitoring of a chronic or complex condition and early recognition of mental health problems.
The results51 give insight into features of transferability – such as the availability and use of guidelines and
formal procedures; the barriers and facilitators of implementation and similarities and differences between
model practices and the existing model of child primary care in the country. Stakeholders expressed a need
for improvements to the child primary care system and valued the importance of system components in the
field of public access to information about vaccination, coordination and continuity of care, and open access
to services for adolescents and confidentiality until treatment is in place. Heterogeneity was found between
countries with regard to the presence of these components and their demand for change.
On this context, MOCHA and Trillium II partners proposed to improve the availability of up to date
immunisation information on children when they are seen by a health or care professional. These efforts aim
to strengthen children’s immunization in Europe through health data standards, by connecting Patient
summaries to EU vaccination cards and immunization registries. This may lead to a national, and even
international, measure that prevents epidemic outbreaks with relevant financial and health-related
outcomes.
This information may be vital in emergency situations, to determine the level of immunity of a child who has
been exposed to an infection risk, such as tetanus or meningitis. It can also be useful for the care professional
51
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to advise a child or parent if the child is due for a vaccine or booster or has fallen behind schedule. It also fits
within the context of both the EU and WHO seeking to drive higher child immunisation uptake, and effective
holistic child health care.
To this purpose, it is necessary to examine the data flows that would be needed to enable care professionals
to be informed of immunisation status when they attend a child, the feasibility of harmonising the core
information at a European level, the data protection and ethical issues that would need to be catered for,
how better supply of immunisation status could facilitate improved uptake, and what practical steps might
be recommended for action in the near future.
The business model canvas developed to illustrate the child vaccination use case is provided hereafter in
Table 2.
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Table 2. Business model canvas for child vaccination use case
Key Partners & Suppliers
Key partners:
• Healthcare Providers: there is a
need to organize, digitize and make
accessible also cross-border
immunization info (in many
countries still paper-based only)
• Health authorities:
1) they set the app certification
criteria
2) they seek to include digital
vaccination records in their
national/regional eHealth
strategies for child health
3) they can benefit from larger
datasets of vaccination
information (including info
from families using private
paediatric services) for
population health studies, risk
detection and prevention
• Telecomm companies: they are
increasingly interested in
incorporating health services in
their digital offer and paediatric
health is one of the most consulted
and pressing topic
• Mobile health companies
developing complementary
apps such apps for parental

Key Activities
• Integration of IPS in
paediatric mHealth app
including vaccination
validated info
• Promotion of actions to
create awareness about
the benefits of having a
paediatric IPS with the
vaccination component
• Establish agreements with
health authorities to
retrieve data from
vaccination registries
• Establish agreements with
associations of paediatric
doctors to make their
vaccination activity
traceable through the app

Value Proposition
The mHealth companies offer
paediatric health management
app including IPS
Value for citizens:
• Ease cross border children
health data mobility
• Increase safety in travelling
• Ease decision-making from
the doctors in situations of
emergency
• Provide public health
authorities with reliable
datasets including wider
coverage of the population
(also those using private
services)
Value for mHealth app user
organizations:
• Have a set of resources to
enhance the services they
are offering (e.g. mHealth
companies which are
already offering paediatric
health apps to foster
healthy habits, provide
guidance to parents, etc.)
• Be part of a co-creation
environment for building

Customer Relationships
Different types of customers and
thus customer relationship may
be envisaged:
• Parents of minors as direct
clients of the mHealth app
developing company (B2C
relationship): the parents
themselves search for the
product addressing their
needs in a marketplace, pay
for subscription or use,
review the apps and
participate in iterative codesign processes that are
frequently encouraged or led
by parents networks or
paediatric societies.
• Healthcare providers
subcontracting a MHealth
company to design and
operate an app for paediatric
care record access (B2B).
• Mainstream telecomm
providers as potential buyers
of the apps (B2B).
• Health authorities as direct
interlocutors of the mHealth
companies as third-party
suppliers (B2G approach).

Customer Segments
• Citizens, in particular
parents
• Paediatric doctors and
their associations
• Healthcare provider
organisations (e.g.
hospital, primary care
provider)
• Public health agencies
for population studies
• Educational centers
• Parents associations
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guidance, child health and wellness
trackers, etc.
• Healthcare Software
Providers: seeking for new
services to incorporate in the EHR
or HIS they offer/manage
• Venture capitals/investors:
seeking for innovative
breakthrough services
• Insurances: additional service to
offer to clients and data collection
from IPS to better assess risk
• Paediatric societies
• Parents associations
• Educational center
Key suppliers:
• SDOs
• Terminology organizations
• ECDC and National Center for
Disease Control

Key Resources
• HL7 FHIR Foundation
• eHDSI Resources and
Governance
• Agreement with
terminology organizations
(SNOMED)
• Standardization groups
• Resources such as datasets,
servers and tools provided
by the SDOs Data
agreements with health
authorities
• Consent from parents
• WHO vaccination
strategies
• Access to home care
records
• Access to vaccination cards

•

and expanding the IPS
components
More easily integrate with
or be acquired by
mainstream companies

Cost Structure
The Cost Structure is:
• value driven, thus less concerned on cost minimization and more focused on
value creation by enhancing the services offered by the app incorporating the IPS;
• characterized by “economies of learning” meaning here that incorporating
the IPS gives them the opportunity to know in advance the key information to be
searched for and its format and may access to a set of resources such as training,
servers, and tools provided by the SDOs which reduce considerably R&D and
integration costs.
Main categories of costs are software development; integration costs; training; personal
assistance and software maintenance; certification; standardisation training and membership
fees.

Channels
• Online marketplaces for apps
• Apps prescribed as clinical
services by paediatric
doctors
• Apps suggested, reviewed or
released by paediatric doctor
associations (e.g. child health
tracker apps)
• Apps integrated in
mainstream devices

Revenue Streams
Key types of revenues envisaged for mHealth companies are:
• Subscription/download fees following e.g. medical prescription of the
mHealth app, recommendations formulated by patients associations or
healthcare professionals societies
• Usage fees
• Agreements with healthcare providers, insurers which outsource the
development of their own apps
• Acquisition by mainstream devices or OEM Revenue sharing on end to
end services
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7 Ethical considerations
The Trillium II project established a set of preventive measures to tackle any possible ethical constraints that
could be brought by the subjects to be addressed.
As a first measure, the consortium set up an ethics committee which reviews relevant issues, particularly
with respect to scaling up implementation of patient summaries. Each partner that is close to implementation
nominated a representative to the ethics committee. The committee is coordinating the development of the
ethics section in the deliverables that are subject to an ethical revision such as the present one.
In addition, an independent ethics expert was contracted by the coordinator to review all the relevant
material.
The ethical considerations that may be raised as defining standards for the IPS adoption by mHealth apps
could give floor to a complex assessment as they are quite extensive and the mHealth area also provides a
broad ecosystem of stakeholders and contexts to analyse. Thus, in order to focus the analysis detailed in this
deliverable, only business-related ethical concerns will be assessed.
The rapid spreading of mHealth technologies urges us to evaluate all ethical issues related to its use. It would
be advisable to produce an ethical code for the use of these new technologies, to guarantee health equity,
privacy protection, high quality doctor-patient relationships and to ensure that mHealth is not chosen over
traditional care for merely economic purposes52.
Health equity, privacy policies, adequate informed consent and a competent, safe and high quality healthcare
need to be guaranteed; professional standards and quality of doctor-patient relationship in the digital setting
should not be lower than those set for in-person practice.
It is therefore essential to assess advantages and threats that may arise from the wide use of m-health
technologies, in order to guarantee the application of the best medical practices, resulting in the highest
quality healthcare.
Few ethical guidelines on the appropriate use of mHealth have been developed to help clinicians adopt a
professional conduct within digital settings. They focus on the need for professional associations to define
ethical guidelines and for physicians to take care of their education and online behaviour when using mhealth technologies.
Of course, this implies that guidelines for the developers are also scarce and insufficient.
This was the need that urged the Commission to promoting the works on the mHealth Privacy Code of
Conduct on Apps. However, as already analysed in secton 5 of this document, WP29 considered (amongst
other things) that:
•
•

First, insufficient detail had been provided for it to determine whether the governance model
detailed in the Code, involving a General Assembly, could be compliant with some GDPR provisions.
Second, the Code did not acknowledge that there are other conditions which may render data
processing fair and lawful, besides consent. This is relevant considering that consent might not
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•

•

•

always be freely given by individuals, particularly if the use of the app has been recommended to
them.
Third, the Code did not cover all the relevant data protection principles (such as the accuracy and
quality of data, its accessibility and security issues linked with data storage) or did not give enough
practical explanation regarding some other principles.
Fourth, the Code did not provide sufficient information or practical examples on how users can
exercise their rights and on how controllers and processors should meet their obligations related to
data subject rights, particularly in relation to data portability
Finally, the Code did not provide enough information or examples on how mHealth app developers
can integrate “privacy by design” and “privacy by default” in their development process; WP29
indicated that app developers should be attentive to legal restrictions relating to retention periods.

Therefore, there is the need to highlight some ethical considerations that may be used by different
stakeholders that may be interested in applyng the business model here developed for the adoption of IPS
stadards in mhealth apps.
The classical medical ethics principles of beneficence, nonmaleficence, autonomy and justice can be used to
address ethical dimensions of mHealth applications. Avoidance of harm and preservation of patient
autonomy emerge as the most pressing concerns. Privacy, confidentiality, and the alteration of the patientprovider relationship must be carefully evaluated during the design phase, in order to minimize risks and
concentrate on providing the greatest benefits without undue ethical conflict53.
The provider/patient relationship is based upon the idea that the provider owes a duty to the patient by the
nature of the relationship54. Deontological ethics explore the concept of duty as a rational respect for the
fulfilment of duty to others, emphasizing the dignity of human beings. Situation ethics, a branch of
deontological ethics, most closely describe the relationship between medical providers and patients. Based
on an individual’s unique circumstances and the establishment of a caring relationship, situation ethics guide
the decision maker to the most humanistic course of action55.
Ethical principles are utilized in decision-making in all disciplines involved in medical service delivery – from
biomedical research and medical device design to nursing and medical practice. The four most widely known
and utilized ethical principles in medicine are autonomy, beneficence, nonmaleficence, and justice.
Conceptually, the use of technology in caring sciences can be represented by three overlapping spheres; 1)
technology as a device or product including information communication technology (ICT), 2) technology as a
process for helping people, and 3) technology as a service that facilitates care. Each sphere carries ethical
concerns. Technology as a device raises the issues of safety, benefits, and prevention of potential harms. As
a process, human dignity, autonomy, and informed consent must be addressed. The service aspect brings
forward concerns related to human rights, privacy and confidentiality56.
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The use of technology yields benefits including enhanced communication and symptom management. Ethical
concerns arise regarding willingness or ability to use technology, disconnection from human aspects of care,
and potential for inequitable availability. The use of technology for good (beneficence) is evident in multiple
studies showing outcomes ranging from better self-management of illness to improved patient satisfaction
in terms of access to health care. Rural residents in particular report improved health care access, as
transportation issues are minimized or eliminated. Threats to human good include potential consequences if
information received is misunderstood, increased dependence on technology, and lack of consistent
evidence demonstrating the effectiveness of ICT in health promotion.
The possibility for harm raises the ethical principle of nonmaleficence. Harm might occur as a result of actions
undertaken without understanding presented information, if the technology fails, or if privacy and
confidentiality are breached. Threats to autonomy arise when users do not understand or give their informed
consent. Justice is threatened when similar technology is not available for everyone, and when the patient
has limited ability to use it.
Issues relating to beneficence are focused on the need to ensure that only evidence-based interventions are
offered, which focus more on individual patient needs than those of clinicians or researchers. A significant
number of potential harms were identified, along with strategies to mitigate them. Harms are associated
with breach of data, improper interpretation of data, patient over-reliance on the app, inadequate
comprehension of, or inability to access educational content, and possibility of incorrect data entry. Similarly,
a large number of issues pertaining to autonomy were identified, including data ownership and sharing,
ability to choose one’s own course of action, obtaining legitimate informed consent, release of information
to third parties, and shifting of power between physician and patient. Justice concerns focused on inequities
affecting availability of device and internet services, including socioeconomic and geographic considerations,
technological and health literacy, usability for patients with disabilities, and concerns related more
specifically to research situations.
Ethical concerns in developing mobile health applications, although technology-specific, do not diverge from
classical aspects of the patient-provider relationship. As new and innovative apps emerge, return to an
examination of ethical issues in light of the four principles forming the ethical basis for medical care is
appropriate. The need to be of benefit and to be available for use by all are less complicated issues than the
need to avoid harms and maintain autonomy. Due to the ICT capabilities offered by mobile phones, inherent
risks to privacy and confidentiality must be addressed. The introduction of a third party (machine) into the
provider-patient dynamic alters relationships, both enabling patients to take greater control of their care and
burdening them with responsibility to do so. By taking these issues into consideration during the design
phase, mHealth app creators can minimize risks and concentrate on providing the greatest benefits without
undue ethical conflict.

7.1.1 KONFIDO project
As for relevant background to discuss and reflect on any other relevant ethical questions that may be raised
in the context of this deliverable work, it is worth mentioning the KONFIDO project57, that is an H2020
Research and Innovation Action (RIA) running from 2016 to 2019 that advances the state of the art of eHealth
technology with respect to four key dimensions of digital security, namely: data preservation, data access
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and modification, data exchange, and interoperability and compliance. To address the challenges of secure
storage and exchange of eHealth data, protection and control over personal data, and security of health
related data gathered by mobile devices, KONFIDO takes a holistic approach – i.e. one targeting all the
architectural layers of an IT infrastructure, and specifically: storage, dissemination, processing, and
presentation. KONFIDO builds on and extends the results of a best of breed selection of successful projects,
notably: epSOS, STORK, DECIPHER, EXPAND, and ANTILOPE. The approach will be implemented in a
technological framework that relies on six technology pillars: 1) security extensions provided by main CPU
vendors; 2) security solutions based on photonic technologies; 3) homomorphic encryption mechanisms; 4)
customised STORK-compliant eID support; 5) customized extensions of selected SIEM solutions; and 6)
disruptive logging and auditing mechanisms. The usability of the proposed solutions will be tested in a
realistic setup, deployed on top of a federated cloud infrastructure, where data will be exchanged and
services interoperate cross-border. Experimental evidence will be collected, proving that KONFIDO solutions
provide effective protection even against attacks by privileged software (e.g. the Operating System or the
Hypervisor) or privileged users (e.g. the System Administrator or the Cloud Provider). Since i) it builds on
results that were already widely accepted, and ii) it relies on a handful of complementary technologies (some
of which are already at a high level of maturity), KONFIDO has a dramatic potential in terms of innovation in
the field of coordinated care towards improved quality of healthcare solutions.

7.1.2 e-Health Code of Ethics
The Internet is changing how people receive health information and health care. All who use the Internet for
health-related purposes must join together to create an environment of trusted relationships to assure high
quality information and services; protect privacy; and enhance the value of the Internet for both consumers
and providers of health information, products, and services. The goal of the e-Health Code of Ethics58 is to
ensure that people worldwide can confidently and with full understanding of known risks realise the potential
of the Internet in managing their own health and the health of those in their care. The final e-Health Code of
Ethics, presented in this paper, has been prepared as a result of the "e-Health Ethics Summit," which
convened in Washington DC on 31 January 2000 - 2 February 2000. The summit, organized by the Internet
Healthcare Coalition and hosted by the World Health Organisation/Pan-American Health Organisation
(WHO/PAHO), was attended by a panel of about 50 invited experts from all over the world and produced the
foundation for a draft code, which was released 18 February for an online public consultation period which
ended on 14 April 2000. The final Washington e-Health Code of Ethics sets forth guiding principles under
eight main headings: candor; honesty; quality; informed consent; privacy; professionalism in online health
care; responsible partnering; and accountability.
The goal of the e-Health Code of Ethics is to ensure that people worldwide can confidently and with full
understanding of known risks realise the potential of the Internet in managing their own health and the
health of those in their care. To this aim, it is important to define preliminarily what is meant by health
information, health products and health services in the code.
Health information includes information for staying well, preventing and managing disease, and making other
decisions related to health and health care. Health information possess the following characteristics:
•
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•
•

It may be in the form of data, text, audio, and/or video.
It may involve enhancements through programming and interactivity.

Health products include drugs, medical devices, and other goods used to diagnose and treat illnesses or
injuries or to maintain health. Health products include both drugs and medical devices subject to regulatory
approval by agencies such as the U.S. Food and Drug Administration or U.K. Medicines Control Agency and
vitamin, herbal, or other nutritional supplements and other products not subject to such regulatory
oversight.
Health services include specific, personal medical care or advice; management of medical records;
communication between health care providers and/or patients and health plans or insurers, or health care
facilities regarding treatment decisions, claims, billing for services, etc.; and other services provided to
support health care. Health services also include listserves, bulletin boards, chat rooms, and other online
venues for the exchange of health information.
Like health information, health services may be in the form of data, text, audio, and/or video, and may involve
enhancements through programming and interactivity.
Anyone who uses the Internet for health-related reasons has a right to expect that organisations and
individuals who provide health information, products or services online will uphold the guiding principles of
candor; honesty; quality; informed consent; privacy; professionalism in online health care; responsible
partnering; and accountability.

7.1.3 CE Marking and FDA Review processes
In the EU, digital health technologies such as medical apps or wearable sensors can fall within the scope of
the medical devices directives. These directives provide the basic definition of a medical device and lay down
the technical and procedural obligations that must be followed by the manufacturer of a medical device prior
to affixing a CE mark to the product. The EU definition of a medical device is quite similar to that in the U.S.
and is as follows:
“any instrument, apparatus, appliance, material or other article, whether used alone or in combination,
including the device necessary for its proper application, intended by the manufacturer to be used for human
beings for the purpose of:
•

diagnosis, prevention, monitoring, treatment or alleviation of disease,

•

diagnosis, monitoring, treatment, alleviation, or compensation for an injury or handicap,

•

investigation, replacement or modification of the anatomy or of a physiological process,

•

control of conception,

and which does not achieve its principal intended action in or on the human body by pharmacological,
immunological or metabolic means, but which may be assisted in its function by such means.”
As in the U.S., determination of whether a product is to be considered a medical device is based on the
product’s intended purpose. Generally any “medical purpose” falls within the medical device definition.
Furthermore, in deciding whether a product falls within the scope of the medical devices directives, particular
attention should be given to the principal mode of action of the product. Products classified in the EU as
medical devices typically function by physical means. This constitutes the main criterion according to which
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medical devices are distinguished from medicinal products which, in accordance with the Community Code
on Medicinal Products, generally function by pharmacological, immunological, or metabolic action.
With respect to software specifically, the European Commission has published guidelines to assist
manufacturers in determining whether their products should be regulated as medical device/in vitro
diagnostic medical device software in the EU. The European Commission guidelines entitled “Guidelines on
the Qualification and Classification of Stand Alone Software Used in Health within the Regulatory Framework
of Medical Devices” (hereafter MEDDEV 2.1/6)59 provide the criteria for classification of standalone medical
software. This MEDDEV first release was revised in July 2016. The criteria to determine whether a digital
health technology such as a software falls within the scope of the medical devices Directives are the
following:
•

The product is a software;

•

The software is a standalone software;

•

The software performs an action on data which is different from storage, archival, communication,
simple search of lossless compression;

•

The action of the software is for the benefit of individual patients;

•

The software is specifically intended by its manufacturer to be used for any purposes listed in the
definition of medical device, i.e.:
o

diagnosis, prevention, monitoring, treatment or alleviation of disease;

o

diagnosis, monitoring, treatment, alleviation, or compensation for an injury or handicap;

o

investigation, replacement or modification of the anatomy or of a physiological process;

o

control of conception.

For all medical devices, whether standalone software or otherwise, the medical devices directives provide
that the product cannot be used or marketed in the EU unless a CE mark has been validly affixed to it in
accordance with the provisions of the applicable EU legislation.
An important element of EU law that distinguishes it from the law in other territories, including that in the
United States, is the fact that authorization is not granted by a governmental authority, but rather the CE
mark is affixed to the medical devices by its manufacturers following a conformity assessment procedure.
For some medical devices, essentially those falling within Class I and those regulated as in vitro diagnostic
medical devices, a self-assessment process and a related Declaration of Conformity by the manufacturer is
sufficient. In this Declaration of Conformity, the manufacturer certifies that its product complies with the
essential requirements provided for in Annex I to the relevant medical devices directives. For other medical
devices, including devices considered to be medium or high-risk medical devices such as Class IIa, Class IIb
and Class III medical devices, a “notified body” (i.e., Notified Body: means an organization which has been
appointed by the competent authorities of an EU member state to conduct conformity assessment
procedures and verify the conformity of the manufacturer with the essential requirements laid down in
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Annex I of the relevant medical devices directive) must undertake an assessment of the conformity of the
manufacturer and/or the device in accordance with the applicable provisions of the relevant directive.
Although involvement of a notified body can be required, the final determination of whether the medical
device complies with relevant legislation, and the related liability if it fails to do so, lies solely with the
manufacturer.
Manufacturers of digital health technologies such as medical apps or wearable sensors must now also
consider the new rules and obligations laid down in the Medical Devices Regulation (MDR) and the In Vitro
Diagnostic Regulation (IVDR) which were adopted by the European Parliament and the Council in May 2017.
Among other things, the MDR which will apply from 26 May 2020, introduces new classification rules for
medical devices software. These new classification rules will significantly affect software currently regulated
as Class I medical devices in the EU.
In addition, manufacturers of digital health technologies must consider the implications of the General Data
Protection Regulation (GDPR), which will apply in the EU from May 25, 2018 and will replace the current EU
Data Protection Directive. The GDPR will introduce new data protection requirements in the EU and will
increase the responsibility and liability of entities processing personal data, including personal health data,
of individuals in the EU, including through use of software.
In the United States, the FDA’s guidance for mobile medical apps, revised in February 201560, details how
the FDA applies its regulatory authority to mHealth apps concerning safety and security. The FDA defines a
mobile medical app as an app that is used as an accessory to a regulated medical device, or transforms a
medical device into a regulated medical device. The FDA does not regulate wellness apps, but some wellness
apps walk a fine line between wellness and apps the FDA may consider a medical device.
In general, if a mobile app is intended for use in performing a medical device function (i.e. for diagnosis of
disease or other conditions, or the cure, mitigation, treatment, or prevention of disease) it is a medical device,
regardless of the platform on which it is run. However, FDA applies its oversight authority only to those
mobile apps whose functionality could pose a risk to a patient’s safety if the mobile app were to not function
as intended. Mobile apps span a wide range of health functions. While many mobile apps carry minimal risk,
those that can pose a greater risk to patients will require FDA review. On the contrary, for many mobile apps
that meet the regulatory definition of a “device” but pose minimal risk to patients and consumers, the FDA
will exercise enforcement discretions and will not expect manufacturers to submit premarket review
applications or to register and list their apps with the FDA. This includes mobile medical apps that:
• Help patients/users self-manage their disease or condition without providing specific treatment
suggestions;
• Provide patients with simple tools to organize and track their health information;
• Provide easy access to information related to health conditions or treatments;
• Help patients document, show or communicate potential medical conditions to health care providers;
• Automate simple tasks for health care providers; or
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• Enable patients or providers to interact with Personal Health Records (PHR) or Electronic Health Record
(EHR) systems.
Lastly, concerning privacy and confidentiality, in the US there are two major laws that relate to health
information privacy that must be followed when developing mobile health apps. The first is HIPAA. The
Health Insurance Portability Accountability Act (HIPAA) has been around since 1996 and is well understood
by the medical community. The second is HITECH, which stands for Heath Information Technology for
Economic and Clinical Health, and was signed into law in 2009. Under HIPAA (Health Insurance Portability
and Accountability Act), companies are required to secure all protected health information (PHI) and
electronic protected health information (ePHI) at rest and in transit.
Since GDPR is more rigorous and has a wider scope than HIPAA, compliance to both GDPR and HIPAA is crucial
for US mHealth businesses and healthcare providers when collecting, storing and treating personal and
health data of citizens.
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8 Conclusions and recommendations
As recognized by the WHO61, the spread of digital technologies and global interconnectedness has a
significant potential to accelerate Member States’ progress towards achieving universal health coverage,
including ensuring access to quality health services. Increasing the capacity of Member States to implement
digital health, and in particular mHealth, could play a major role in realizing that potential, particularly by
increasing the safety and quality of care.
The concept of making international patient summary (IPS) data available through mobile technologies will
increase the safety and quality of care by providing secure access to the information needed by the attending
physicians at the time of care. This is particularly important in the event of disasters, emergencies and other
unplanned care. Mobile technologies allow individuals to have access to their own summary health records
and give physicians timely access to these records, which is particularly important when patients seek care
outside of their normal care settings.
To this purpose, it is crucial to build a business case for mHealth app developers to adopt IPS standards.
The commercial and competitive advantages as well as the relevant adoption models and a set of practical
use cases have been presented and argumented in the present document with the aim to support such
business case and foster widespread adoption.
Mobile phones are now a globally available communications tool, providing telephonic and internet access.
Due to smartphones’ capacity to deliver computer and communication capabilities, third-party software apps
are proliferating as a means to improve diagnosis and personalize health care. Using a wide array of
instruments, sensors, and other technologies, patient data can be transmitted to clinical and/or research
teams, enabling data analysis and facilitating response time.
The aforementioned 325,000 mHealth apps equates to 3.7 billion app downloads in 2017 (estimated).
Compared to the previous year, this is an increase of 16%.
However, the capacity of mobile phones to collect sensitive identifying and personal health information (PHI)
necessitates an examination of ethical considerations62 which has been carried out in section 7.
What emerged is that experts converge on the need for shifting from a privacy-focused frame to a consentfocused frame and there is indeed abundant literature on the ideal characteristic features of a high-quality
consent process, which may be summarized as follows63:
1.
2.
3.
4.
5.

Delivery in at least two of the following formats: written, video, or live conversation
Plain language explanation of top to bottom data collection and storagemethods
Specificity of risk, up to and including data becoming public
Discussion of unexpected consequences, findings, or research possibilities
The possibility of withdrawing consent or retrieving personal data
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6. Data ownership, access, and profits agreements.
When it comes to regulation, the healthcare sector is, and has been, subject to a very intense one. Digital as
well as non-digital health solutions that could pose a risk to patient safety must be cleared by an approved
regulatory body, such as the FDA in the USA. However, But there are signs of big future changes in regulating
digital health and thus mHealth too. In July 2017, the most prominent regulatory body – the FDA –
announced a very new approach to approving digital health solutions (called Digital Health Innovation Plan).
Instead of approving individual digital products, entire companies could be approved, and digital products
released by those pre-selected companies would not have to go through a regulatory process for each of
their product releases. This development is still very fresh, but the FDA seems to initiate a paradigm change
in regulating digital health solutions.
This could act as a blueprint for more countries to follow and represents a key opportunity for IPS standards’
adoption to position it as a core requirement for approval and/or certification.
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